NOTICE OF REGULAR MEETING

AGENCY: Administrative and Audit Committee of the
Board of Trustees of the Employees’ Retirement System of the State of Hawaii

DATE: Tuesday, June 25, 2024; 2:00 p.m.

PLACE: City Financial Tower, 201 Merchant Street, Suite 1200, Honolulu, Hawaii 96813
The meeting will be conducted pursuant to HRS §92-3.7, under which Members of the Board of Trustees
may participate via interactive conference technology; and members of the public may also participate via
interactive conference technology or in person at the meeting place stated above.
Members of the public may also attend the meeting and provide testimony in person or by teleconference,
either audio or video, at the following link or phone number:
https://teams.microsoft.com/l/meetup-
join/19%3ameeting. MWY 1INjUwMzYtODc1INIiOOYjY1LWE2NTctZmE5ZDJjMGUzZTdi%40thread.v2
/0?context=%7b%22Tid%22%3a%223847dec6-63b2-43f9-a6d0-
58a40aaalal0%22%2c%220id%22%3a%228f795840-377f-479d-bb5d-6ec41c4a01bc%22%7d
Or join by entering meeting ID: 287 778 085 391 Passcode: WdTVAP
Individuals testifying at the meeting are requested to limit their testimony to three (3) minutes or an
amount of time otherwise designated by the Chairperson.
Or +1 808-829-4853 United States, Honolulu (Toll)
Conference ID: 120 183 201#
In the event audiovisual communication cannot be maintained with participating Trustees and quorum is
lost, the meeting shall be automatically recessed for up to 30 minutes, during which time, an attempt to
restore audiovisual communication will be made. If such attempt is unsuccessful, all Trustees, members
of the public, staff and other interested individuals may continue to participate in the meeting via
telephone using the above-listed telephone and conference ID numbers, whereby audio-only
communication will be established for all participants and the meeting will continue. If reconvening the
meeting is not possible because neither audiovisual nor audio-only communication can be re-established,
the meeting will be terminated.

AGENDA
QUORUMI/CALL TO ORDER

Motion to hold the meeting allowing Trustees and members of the public to participate by interactive conference
technology, pursuant to HRS 8§92-3.7, with at least one meeting location open to the public that has audiovisual

connection.

PUBLIC COMMENT

Members of the public may submit written testimony on these agenda items via e-mail or postal mail with receipt
recommended by 4:30 p.m. on Monday, June 24, 2024, in order to ensure it is distributed in time for consideration. Please
address written testimony if by e-mail to: dale.kanae@hawaii.gov or by postal mail to: Employees’ Retirement System
of the State of Hawaii, Board of Trustees, 201 Merchant Street, Suite 1400, Honolulu, HI 96813.

NEW BUSINESS

1. Preliminary Annual Actuarial Valuation Report by Gabriel Roeder Smith & Company for the Year Ending June 30,

2024.

2. Member Enrollment & Re-Enrollment Process Review Report by KMH LLP.


tel:+1%20808-829-4853,,509311998# 
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Administrative & Audit Committee Agenda
Page 2
June 25, 2024

Internal Audit Update Report by KMH LLP on the Current Status of Activities Completed During Q1 and Q2, 2024,
and an Update on the Completion Status of Management Action Plans for Past Internal Audit Observations and
Recommendations.

Consideration and Discussion of Potential Amendments to Title 6 of Hawaii Administrative Rules for Chapter 6-24
“Election of Members and Retirant of the System to the Board of Trustees” to include additional identifiers of
nominator validation and clarify independent balloting agents’ roles in Board elections; for review and
recommendation to the Board of Trustees. A copy of the potential amendments being considered is available to be
viewed in person at the ERS office and is also posted at ers.ehawaii.gov/resources/all-publications under “Hawaii
Administrative Rules (HAR)”.

Compliance Support Staff Report and Update on Implementation of ERS’ Compliance Program on Risk Assessment,
Policies & Procedures, and Third-Party Risk Management.

Pursuant to HRS §92-5(a)(4), and (8), the Committee may enter into Executive Session to consider information that must
be kept confidential pursuant to a state or federal law; and to consult with the Board’s attorneys on questions and issues
pertaining to the Board’s powers, duties, privileges, immunities, and liabilities with respect to these matters.

APPROVAL OF MINUTES — March 4, 2024

EXECUTIVE SESSION

1. Executive Session, pursuant to HRS §92-5(a)(4) and (6), to consider and consult with the Board’s attorneys on
questions and issues pertaining to the Board’s powers, duties, privileges, immunities, and liabilities, and to consider
sensitive matters related to Cyber Security Updates.

2. Executive Session, pursuant to HRS §92-5(a)(8), to Review and Approve Executive Session Minutes of March 4,
2024,

ADJOURNMENT

If you require auxiliary aid/service or other accommodation due to a disability, please contact Dale Kehau
Kanae at (808) 586-1706 or dale.kanae@hawaii.gov as soon as possible, preferably by Thursday, June 20,
2024, and the ERS will try to obtain the auxiliary aid/service or accommodation, but cannot guarantee
that the request will be fulfilled.

Upon request, this notice can be made available in large print.


https://ers.ehawaii.gov/resources/all-publications
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Projected 2024 Actuarial Valuation Results

2021 2022 2023 2024**
Valuation Year
UAAL (S Billions) $14.23 $13.51 $13.71 $13.80
Actuarial Funded Ratio 58.3% 61.2% 62.2% 63.2%
Funding Period in years* 24 24 23 22

**Assumes 7.0% FY24 market return and all of other assumptions met
*Based on open group projection, recognizing new benefits for members hired after June 30, 2012
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Projection of Funding Period from 2016 Legislative
Impact Statement vs Actual Valuation Outcomes

Years

2016 was the valuation year used by the fiscal notes for Act 17 (SB 936). Thus it is the baseline that can be used
5 to monitor progress compared to the original projections.

2016 2017 2018 2019 2020 2021 2022 2023 2024 2025 2026 2027

—o—Actual —A—Act 17 (SB 936) Impact Statement

Actual 2024 is estimated based on 7.0% FY24 market return and all other assumptions met
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The UAAL slightly grew in dollars from last year, but this was
expected and is still well below 2016 projections.

Actual vs Projected UAAL

15,000 -

10,000 -

S in Millions

5,000 -

0

2016 2021 2026 2031 2036 2041 2046

= = = Projection in Act 17 (SB 936) Impact Statement ¥ Actual History Projected 2024 Valuation

2024 is estimated based on 7.0% FY 24 market return and all other assumptions met
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Two Legislative Bills

 SB3070HD1 CD1

— Lowers the maximum allowable funding period from 30 to:
o 25 years as of June 30, 2024
o 24 years as of June 30, 2025
o 23 years as of June 30, 2026
o 22 years as of June 30, 2027
o 21 years as of June 30, 2028
o 20 years as of June 30, 2029 and beyond

— New policy is consistent with industry best practices

* HB40SD1 CD2

— appropriates $135 million to the ERS pension accumulation fund
— Will lower the UAAL dollar for dollar
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New policy begins at 25 years as of 2024 and begins a process
of lowering the maximum period by 1 each year

35 +

30 -

25 -

Years

10 +

20

15 ~

Funding Period

S~ - Once the maximum period reaches 20 years, it
S~ - would remain there moving forward
2024 2026 2028 2030 2032 2034 2036 2038 2040 2042 2044 2046

Projected Based on 2024 Valuation
= 30-Year Statutory Maximum

- == Alternative, Begin 25 Walkdown to 20-Year Statutory Maximum




The funding period under the new policy is not expected to
breach the Maximum as long as ERS achieves 6% returns or
better

6% Actual Returns with Walkdown to Maximum 20 Period
30 -

25

20 ~

15 ~

10

O _
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Based on 2024 Valuation (7% Actual Returns on Market Value)
= = Based on 2024 Valuation (6% Actual Returns on Market Value)
= 30-Year Statutory Maximum

= = Alternative, Begin 25 Walkdown to 20-Year Statutory Maximum




Summary

 The funded ratio is projected to increase and the funding
period to decrease by 1 (as expected)

* The System continues to move towards positive
amortization, expected to begin in FY2026 or FY2027

 The new maximum amortization period will protect the
System over the long term

* ltis likely this type of change will be seen very favorably
by bond raters and satisfies all of the new Actuarial
Standards of Practice
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DRAFT - Tentative and Preliminary
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Employees’ Retirement System
of the State of Hawalii

Member Enroliment & Re-Enroliment
Process Review

Internal Audit Report

Issue Date: April 2024
Report Number: STA011-XX-XX

CONFIDENTIAL

This report is prepared solely for the internal use of the Employees’ Retirement
System management, the Administrative and Audit Committee, and the Board of
Trustees. Distribution requires prior approval from the Administrative and Audit
Committee or management.
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REVIEW OF: INTERNAL AUDITORS:
Member Enrollment & Re-Enrollment Process Peter Hanashiro, KMH LLP
Review Tyson Suehiro, KMH LLP

Brent Kosaki, KMH LLP
Elton Chon, KMH LLP

DATE: RATING:

Completion of Fieldwork — March 27, 2024 Strong [ 1]
Generally Satisfactory [ 1]
Marginal [ 1]
Unacceptable [X]

BACKGROUND:

The Member Enrollment & Re-Enrollment Process Review was approved as part of the
Employees’ Retirement System’s (ERS) two-year audit plan for 2023 to 2024. This review
focused on the ERS enrollment process for new members and re-enrollment process for return
to work members and retirees (returning back into the workforce). The review also included the
process of assigning class codes to each new or returning member, which is completed as part
of the enrollment process.

The primary contacts for this review were Karl Kaneshiro, Retirement Benefits Branch (“RBB”)
Manager; Lori Kobayashi, General Professional — Membership Section; and Norinne Jong, RBB
Supervisor. Internal Audit (“IA”) also met with and received information from Kanoe Margol,
Deputy Executive Director; Keith Miyamoto, IT Manager; and Diane Tengan, Staff Support
Services (“SSS”) Supervisor, as part of this review.

The diagram below depicts the ERS’ pension system timeline. Processes shaded in blue were
previously reviewed by IA, while processes shaded in green were included in the scope of this
review. Member enrollment is the starting point in the pension system cycle in which
State/County employees enroll as ERS members and begin contributing towards their pension.
In order for the ERS to properly enroll members, data must be collected and maintained during
the enrollment period.

Process Reviewed Process Reviewed
) Member Benefit :
Data : : Final Benefit
ey Retirement Estimate Benefit 4
mmm & * Application & $ Calculation & » Disbursement Q ngggggg s
Hanseence Eligibility Processing 9

The member enrollment and re-enrollment processes, primarily fall under the responsibility of
the RBB. Lori Kobayashi provides leadership and oversight over these processes and has done
so since September 2022. The Enroliment Team is currently made up of four retirement claims
examiners (“RCEs”) and have the primary responsibility of enrolling/re-enrolling members and
assigning each member with a class code. The ERS’ class codes are used to differentiate the
various retirement plans offered by the ERS and information reported by employers on its
employees are used to identify the appropriate class code to be used for each employee. Since
2023, there are also neighbor island retirement claims examiners that have been trained to
assist in certain enrollment activities, including identifying class code miscodings, calculating

ERS Internal Audit Page 1
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shortages in contributions for miscoded employees, and evaluating forfeiture of service for
returning members.

Prior Audit Results

This area was last reviewed in September 2012 and was rated Acceptable. The report included
four findings, two with a moderate risk rating and two with a low risk rating. In summary, our
findings were as follows:

1. There is a backlog in the processing of enroliment data caused by (i) V3 records not
being up to date, (ii) additional tasks created by new processes and initiatives, and (iii)
inconsistent and inefficient reporting of personnel information.

2. RBB (formerly EC&B Branch) personnel are duplicating research activities during the
member enrolliment and re-enroliment processes and there is a lack of clarity of oversight
and monitoring responsibilities over the assignment and completion of Class Code
Reports.

3. Class Code Reports are accessible by all ERS employees, although access is not
required to support all job functions.

4. There is no standard requirement for centralized tracking of member enroliment forms
and critical source documents. Specifically, no mechanism to track the completion of
member enrollments.

IA confirmed through the review of past finding recommendation tracking logs and inquiry with
management that these findings were remediated.

Regulatory Requirements

Hawaii Revised Statutes (“HRS”) 88-41 to 88-63 (Membership and Service), Act 163 (change to
hybrid plan), and Hawaii Administrative Rules (“HAR”) Chapter 21 (Service Credit) are the
applicable regulations to this area.

Act 163 created a new tier of retirement benefits for all employees who became and/or become
members of the ERS after June 30, 2012. This pension reform legislation required that new
members be identified differently from members before July 1, 2012 which, in turn, required the
enrollment of new members through new class code reports to be provided by employers.
Enrollment codes for new members not only determine the employee's retirement benefits, but
also drives employee and employer contributions and the reporting of the employee's eligible
compensation to the ERS.

Enrollment and Re-Enroliment

Currently, membership enroliment forms (ERS-1 form) are received by SSS from employing
departments and agencies (“employers”) and are forwarded to RBB for processing. RBB creates
electronic records for new members or reactivates/updates existing members and retirees
returning to work in the ERS’ core pension administration system database (“PAS”).

The PAS is used to maintain and process electronic membership records and retain imaged
forms and documentation collected during the enrollment and re-enroliment processes. RBB
also uses the PAS to administer benefit elections, contribution processing, and benefit and
retirement calculations. When employers submit payroll reports, the PAS will associate and
apply the payroll data, including contributions, to the corresponding member profile.

ERS Internal Audit Page 2
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For re-enrolliments, RBB conducts an additional service credit and account setup accuracy
review to ensure that each member’s service credit is correct. A log listing all return to work
members (Return to Work Transfers Log) is maintained by RBB and used to track members who
have a completed or pending service credit review.

As with any high volume, repetitive and primarily manual process, the member enrollment and
re-enrollment processes are exposed to several risks including, but not limited to, risk of
members being improperly enrolled and employee records being coded with erroneous group or
class codes which could potentially affect employee and employer contributions. Enrolling a
member incorrectly can also negatively impact retirement pension calculations, eligibility
requirements, and death benefit amounts.

Refer to Appendix B for a summary-level process flowchart, which includes the process steps
and controls applicable to member enroliment and re-enroliment.

Class Code Report (CCR)
ERS Class Code Reports were created to assist employers with the enrollment of employees
into the retirement system. The ERS’ class codes are used to differentiate the various retirement
plans offered and the reports are used to identify the appropriate class code to be used for each
employee. ERS currently has class codes for the following retirement plans:

e Hybrid Tier 1 & 2

e Contributory Tier 1 & 2

e Noncontributory

The RBB Office Assistant and RCEs determine member eligibility for ERS enroliment and
retirement benefits and verify that appropriate group and retirement class codes are assigned
and reflected in the member’s records. In order to receive a class code, employers will submit to
the ERS a CCR Transmission File containing a list of prospective employees that require a class
code assignment. The RBB assigns class codes to each employee listed and returns the file to
the employer within 7 days. Once employers receive the class code, it is their responsibility to
use the correct class code for personnel and payroll reporting to the ERS.

Miscoding of class codes can create overages (excess of retirement deductions) or deficiencies
(shortage of retirement contributions) causing fluctuations of thousands of dollars. For example,
a miscoding that incorrectly assigns the member to Tier 1 instead of Tier 2 could lead to 2% less
retirement deductions during each pay period. These miscoding errors may be caused by RBB
assigning incorrect class codes or the correct class codes not being properly used by an
employer’s payroll department.

Additionally, for actuarial and reporting purposes, member class code information must be
accurate as the actuarial assumptions are based in part on the census information from the
respective class codes.

Refer to Appendix C for a summary-level process flowchart, which includes the process steps
and controls applicable to class code reporting.

ERS Internal Audit Page 3
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SCOPE & OBJECTIVES:

The objectives of our review were to:

1.

3.

4.

Evaluate the ERS’ enroliment and re-enrollment processes and internal controls related
to enrolling new and returning members timely and accurately, adjusting returning
member accounts and retiree accounts (returning back into the workforce) for accuracy
and completeness, and properly maintaining supporting enrollment documentation.
Evaluate the ERS’ class code reporting process and internal controls for accurately
assigning class codes to members and returning class code reports to employers in a
timely manner.

Assess ERS’ controls for restricting user access to class code reporting and enrollment
data stored in the PAS and shared drives.

Provide recommendations and leading practices for improvements to enhance
effectiveness and efficiency, where applicable.

The scope of our review included, among other procedures:

Conducting inquiries with the RBB Manager, General Professional — Membership
Section, and RBB Supervisor to understand current member enroliment and re-
enrollment and class code reporting processes and practices.

Conducting a step-by-step walkthrough of an enroliment of a new member, a re-
enrollment of a return to work member, a re-enroliment of a retiree, and an employer’s
class code report submission. IA confirmed process steps, primary documents used, and
control activities from these observations and inquiries.

Testing the ERS’ enrollment and re-enrollment process, including verifying the clerical
accuracy and completeness of member information in the PAS against source enroliment
forms and evaluating the timeliness of completing the enroliment process in the PAS. |IA
haphazardly selected and tested a sample of member enroliments and re-enroliments
completed during the scope period.

Testing the completeness of the Return to Work Transfers Log by verifying that the log
included each return to work member who returned to work during the scope period per
the PAS.

Testing the ERS’ class code reporting process, including verifying that class codes
assigned to each member was appropriate based on their group code, confirming that
the assigned class code was accurately listed in the CCR Master Log, original CCR
Transmission File, and ERS-1 Form; and verifying that the CCR Transmission File
included class code assignments for all names listed, were properly reviewed by the RBB
enroliment team, and the file was returned timely to the employer. IA haphazardly
selected and tested a sample of members assigned class codes and CCR Transmission
Files during the scope period.

Reviewing reports containing a listing of users with access to the PAS and the class code
report folder in ERS’ network drive. |A evaluated all users and determined whether each
user listed in the report was appropriate based on their job position, job title, and
employment status.

The scope period for our detailed testing was from July 1, 2022 to June 30, 2023.
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The scope of services is not intended to and does not constitute work to perform an audit,
review, or other form of attestation or assurance in accordance with any generally accepted
auditing, review or other attestation and assurance standards in the United States of America,
nor to provide or express an opinion on the effectiveness of the ERS’ internal control.
Accordingly, we are unable to express and will not express an opinion or express any form of
assurance on the findings or internal controls of the ERS. In addition, reviews performed relate
only to the items referred to therein and do not extend to any financial statement or other ERS
functions taken as a whole.

SUMMARY OF FINDINGS:

Based on the results of our work, the controls and related business processes in this area were
rated Unacceptable.

IA identified five findings, two with a high risk rating and three with a medium risk rating. See the
“Overall Rating Scale” and “Ratings for Individual Findings” detailed below.

In summary, our findings are as follows:

1. There is a shortage of SSS staffing and technology resources and lack of policies and
procedures, resulting in a backlog of member enrollment forms, including ERS-1 and
ERS Form 1A forms, that have not been imaged and indexed into the PAS. This backlog
extends as far back to members who were enrolled over 12 months prior.

2. Alack of file management policies and procedures resulted in significant delays in the
ERS locating and providing requested enrollment forms. Management was unable to
provide one or more enroliment forms for approximately 40% of the members requested.

3. Management does not have data integrity control activities in place to review and verify
member enrollment data information input into the PAS, exposing the ERS to an
increased risk of not detecting data input errors.

4. Management does not have a control activity in place to verify that access to ERS’ active
directory and applications are properly disabled for all terminated employees, resulting in
terminated employees inappropriately listed as current users per the PAS user access
report.

5. There are currently no documented policies and procedures or any control activities in
place to validate the Return to Work Transfers Log’s completeness and accuracy,
resulting in an incomplete listing of return to work members on the Return to Work
Transfers Log.

See the “Overall Rating Scale” and “Ratings for Individual Findings” detailed below.

PLANNED FOLLOW UP BY MANAGEMENT AND INTERNAL AUDIT:

Management does not dispute these findings. Management action plans have been developed
are scheduled to be fully implemented by June 2025. The targeted date for completion of each
action plan is noted in the respective finding. I1A will follow up with management on the progress
of its action plans and report accordingly through periodic updates to the Administrative & Audit
Committee.
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OVERALL RATING SCALE

The overall rating is assigned based on the following scale:

Strong

The area reviewed has effectively assessed and managed its risks,
implemented control processes, and complied with applicable policies,
procedures, and appropriate laws and regulations. Internal control
systems are sufficiently comprehensive and appropriate to the size and
complexity of the organization. Monetary risk associated with control
failures, if any, is not material. A few inconsistencies may have been
noted, but compensating controls exist that sufficiently minimize the risk
of loss (e.g., financial, reputational).

Generally
Satisfactory

The area reviewed has adequately assessed and managed its risks,
and has implemented generally effective control processes. Some
weaknesses in controls may have been noted, but they are not such
that the area is significantly exposed to risk of loss. Weaknesses or
deficiencies identified are correctable in the normal course of business.
Such areas are in general compliance with applicable policies,
procedures, and appropriate laws and regulations.

Marginal

The area reviewed has control, policy, procedural, compliance and/or
repeat findings that are sufficiently important to warrant the attention of
more senior levels of management. Any deterioration in the current
operating routine could lead to serious exposures and stakeholder
criticisms. Should weaknesses continue without attention, they could
lead to further deterioration of the rating to an unacceptable status.

Unacceptable

The area reviewed has serious control, policy, procedural, compliance
and/or repeat findings. Exposure to potentially serious risk of loss
exists. Exposure may also exist to potentially serious criticism by
stakeholders. Such situations require urgent senior management
involvement in implementing corrective action. Corrective action should
be initiated immediately and may require significant amounts of time
and resources to implement.

ERS Internal Audit
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RATINGS FOR INDIVIDUAL FINDINGS

Individual findings have been subjectively rated using the following priority scale:

High = The issue is a control deficiency which represents a significant gap
in the design and/or operating effectiveness of control affecting the
organization’s ability to address relevant risks and provide
reasonable assurance regarding the achievement of desired
outcomes.

= Loss of stakeholder confidence is at an unacceptable level, and
Management and the Board place a high priority on performance in
this area.

= The issue requires an immediate, comprehensive, corrective action
plan with progress to be monitored by an appropriate level of
management.

Medium = The issue is a control deficiency which represents a gap in the
design and/or operating effectiveness of control affecting the
organization’s ability to address relevant risks and provide
reasonable assurance regarding the achievement of desired
outcomes.

= The issue requires prompt attention to ensure internal control is
designed and/or operating effectively.

Low = The issue represents an opportunity to improve control and
processes to support the achievement of desired outcomes.

= The issue should be addressed promptly, as time and resources
permit.

Considerable professional judgment is required in applying the ratings defined and used
in this report regarding individual findings and recommendations as well as formulating
an overall rating. Accordingly, others could rate the findings or conclusion differently
and this should be considered when reviewing this report.
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COSO 2013 INTERNAL CONTROL-INTEGRATED FRAMEWORK CATEGORIES

Internal Audit results and findings are categorized based on the Committee of Sponsoring
Organizations of the Treadway Commission’s (“COSQ”)* updated 2013 Internal Control-
Integrated Framework. The updated framework provides 17 described principles across the five
components of internal control. Mapping audit results to COSO principles provides a foundation
for determining the degree of assurance provided by controls. This also offers direction for all
levels of management in designing and implementing internal control as well as assessing its
effectiveness.

Control

Environment Risk Assessment

Communication

L Control Activities J L Lol e el

|

1. Demonstrates 6. Specifies suitable 10. Selects and 13. Uses relevant, 16. Conducts ongoing
commitment to risk objectives develops control quality information and/or separate
integrity and 7. ldentifies and activities 14. Communicates evaluations
ethical values analyzes risk 11. Selects and internally 17. Evaluates and

2. Exercises oversight 8. Assesses fraud develops general 15. Communicates communicates
responsibilities risk controls over externally deficiencies timely

3. Establishes 9. Identifies and technology
structure, analyzes 12. Deploys controls
authority, and significant change through policies
responsibility and procedures

4. Demonstrates
commitment to
competence

5. Enforces
accountability

Note: Please refer to Appendix A for a full listing of the 17 Principles.

In an effective system of internal control under the COSO 2013 Framework:
1. Each of the five components and relevant principles must be present and functioning.

= Present: The determination that components and relevant principles exist in the
design and implementation of the system of internal control to achieve specified
objectives.

* Functioning: The determination that components and relevant principles
continue to exist in the conduct of the system of internal control to achieve
specified objectives.

2. The five components must be operating together in an integrated manner.

= Operating together: The determination that all five components collectively

reduce, to an acceptable level, the risk of not achieving an objective.

Based on the scope and objectives of the review, 1A will focus its testing approach on one or
more of the five components of internal control and relevant principles.

* COSO is a private sector initiative dedicated to improving organizational performance and governance through
effective internal control, enterprise risk management, and fraud deterrence. COSO published the Internal
Control-Integrated Framework in 1992, providing a sound basis for establishing internal control systems and
determining their effectiveness. In May 2013, an updated version of the Framework was released to formalize the
principles embedded in the original framework, to facilitate development of effective internal control and
assessment of its effectiveness, and to reflect many of the changes in the business and operating environments
over the previous 20 years.
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Finding Number: 1 Rating: High
Lack of Staffing, Technology, and Policies and Procedures Principle(s): 7,9, 12,17
Causing Imaging Backlog

The SSS Branch does not have the appropriate staff and technology resources to support the
daily task of imaging and indexing forms into the PAS. Additionally, there are no policies and
procedures that contain essential imaging processing requirements and established daily
completion expectations.

There is currently a significant backlog of member enroliment forms, ERS-1 and ERS Form 1A,
that have not been imaged and indexed into the PAS. Based on IA’s discussions with
management throughout the project, their expectation is for documents to be imaged and
indexed within a week of its receipt date. This backlog extends as far back to members who
were enrolled over 12 months prior.

In support of this finding, the following items were noted during IA’s review:

= 48 out of 60 members selected for enroliment and re-enrollment testing and class code
report testing did not have their enroliment forms imaged into the PAS.

o For Enroliment Testing, IA noted 27 out of 35 of our member enrollment sample
selections did not have enroliment forms imaged into the PAS.

o For Class Code Report Testing, IA noted that 21 out of 25 member sample
selections did not have ERS-1 enroliment form imaged into the PAS.

» The SSS Branch had prioritized imaging of other documents, including retirement
applications and W4 forms, over imaging enrollment forms. Prioritizing other documents
led the SSS Branch to fall behind on scanning enroliment forms.

o After IA notified the ERS of this issue, a new process was adopted to image all
current enroliment forms and other key documents that come in on a daily basis,
but the backlog has not yet been addressed.

» The SSS Branch only has one specialized scanner that is compatible with PAS. This
scanner expedites the process of indexing the imaged documents once in the system.

o RBB and SSS Branch both noted that the imaging and indexing of forms into the
PAS is more complex than simply scanning a form and the addition of another
specialized scanner will allow multiple SSS staff to quickly and efficiently image
and index forms.

= Based on our inquiries with management especially during the past year, the SSS
Branch has been understaffed and the staff within the department are inexperienced.

o The SSS Supervisor retired in Q4 2023 after 32 years in the SSS branch at the
ERS.

o More than half of the SSS branch staff were new to the ERS with two office
assistants passing the probationary period in December 2023. Additionally, there
was a recent turnover in staff in 2024.

o Only Office Assistant Il positions known as “File Room” staff in the SSS Branch
are currently trained and have desktop procedures on the imaging process.
Other Office Assistants (I and Il) in the SSS Branch are restricted from assisting
with imaging because the task is not listed in their position description and staff
level designations.
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April 2024

Potential Impact

The following are potential impacts of |A’s finding:

The delay in imaging enrollment documents impacts RBB processes that rely upon
having imaged files or hard copies of enrollment forms, including reviewing service
credit for return to work members, processing retirement and disability applications, and
confirming beneficiaries for death payment distributions.

An increased risk that member and beneficiary information in the PAS were input
incorrectly by RBB with no imaged source documents to confirm its completeness and
accuracy.

Recommendation

IA recommends that management address the above finding in the following ways:

Develop well-documented policies and procedures for imaging and indexing documents
into the PAS. These should be detailed enough to ensure that essential imaging
knowledge and information, including established daily completion expectations, can
withstand significant staff turnover.

Work with the Department of Human Resources Development to update position
descriptions for Office Assistants | and Il to include document imaging and indexing.

o Once updated, all Office Assistants should receive training detailing how to
properly image and index documents into the PAS. Policies and procedures
should be used to guide this training.

Reduce the current backlog of enrollment form imaging by assigning more internal staff
resources to assist with imaging into the PAS. Alternatively, if there are limited internal
resources available, consider outsourcing the imaging of backlogged forms to an
external resource or vendor.

Procure an additional specialized scanner that is compatible with the PAS, so that
internal/external resource time is used most efficiently when addressing this backlog.

Management Response

Retirement and staff vacancies have caused significant recruitment and retention
challenges. A new SSS supervisor has been hired.

Management is in discussion with Adobe to perform an audit of the processes and
technologies to be employed to include QR coding of documents prior to scanning.
SSS will work on the development of policies and procedures with assistance from the
CCO. The policies will be drafted to current state and include input from IT and RBB.
Target Date: November 2024

SSS will work with Administration to redescribe OA Il & 1V position descriptions. Target
Date: March 2025.

SSS will develop training plans and incorporate the scanning, imaging, and indexing
documents. Target Date: April 2025.

The ERS is in the process of developing and issuing an RFP for help with the scanning
and imaging backlog of member records as well as the backfile for the PAS. Target
Date: December 2024
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e Two (2) new replacement scanners are in the process of being procured. Current status
is pending approvals. Scanner replacement is a priority. Target Date: July 2024

Responsible Manager(s)

Keith Miyamoto, IT Manager
Drew Tomimoto, SSS Supervisor
Kona Mann, Chief Compliance Officer

ERS Internal Audit Page 11



-33%‘::-:- Member Enrollment & Re-Enrollment Process Review

April 2024

Finding Number: 2 Rating: High
Lack of File Management Policies and Procedures Principle(s): 3,7,12,17

Resulting in Significant Delays in Locating and Providing
Enroliment Forms

Management does not have file management policies and procedures that provide clear
guidance on how to manage, organize and store documents; establish control activities to
monitor file management operations to what is expected; and ensure compliance with
applicable Hawai‘i Revised Statutes, Hawaii Administrative Rules, and established records
retention schedules.

IA’s planned testing procedure was to review imaged (i.e. soft copy) enrollment forms in the
PAS to test for the accuracy and completeness of enroliment and re-enroliment member
information. However, due to the significant imaging and indexing backlog (discussed in Finding
Number 1), IA requested management provide hardcopy versions of these enroliment forms. It
took, in certain instances, over two months for management to locate and provide requested
hardcopy enroliment forms, and were unable to timely provide one or more ERS-1 and ERS
Form 1A forms for 40% of the members requested. As such, we could not complete testing for
the original sample size selected.

In support of this finding, the following items were noted during IA’s review:

» The SSS Branch could not locate and provide requested hard copy enrollment forms. In
total, for enroliment and class code testing, A requested enroliment forms for 48
members in which forms could not be located for 20 of them (40% of members).

o For Enroliment Testing, IA requested hard copy enroliment forms for 27 of our
selections. Of these 27 selections, the forms for 11 members couldn’t be located.

o For Class Code Testing, IA requested hard copy ERS-1 Forms for 21 of our
selections. Of these 21 selections, the forms for 9 members couldn’t be located.

o For selected members in which enrollment forms were not located, |A was
unable to complete certain tests, including validating member and beneficiary
data input into the PAS against data in the enrollment forms and verifying the
correct ERS-assigned class code was used in the enrollment form.

=  The ERS does not have an effective process to manage, organize and store documents
received from employers and members. The process that IA observed for managing
documents (both imaged and not yet imaged) was to store all document types, in no
particular order or segregation, into boxes by only the date in which it was received.

= The ERS’ current file management processes do not comply with guidance set forth by
the State of Hawaii Records Management Branch.

o Per the State of Hawaii Records Management Branch's Records Management
Training, "ABC's of Records Management: Achieving Basic Control", an agency's
basic responsibilities as it relates to records is to:

1. Manage the records necessary to document the activities or actions of
the agency;

2. File those records in a manner that allows for them to be safely stored
and efficiently retrieved when necessary;

3. Dispose of records in accordance with State and Federal regulations.
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Potential Impact

The following are potential impacts of |A’s finding:

= Anincreased risk that member and beneficiary information in the PAS were input
incorrectly by RBB with no imaged or hard copy source documents readily available to
confirm its completeness and accuracy.

= Without a formal and organized file management and retention process, the ERS may
encounter significant delays in finding original copies of member forms and may be in
non-compliance with Chapter 2-71, Hawaii Administrative Rules, which requires
agencies to disclose public government records within 10 business days.

* In certain cases, the original copies may be lost or cannot be located under reasonable
means which would be in non-compliance with Department of Budget and Finance's
Records Retention Schedule and Hawai‘i Revised Statutes, Section 94-3, on retention.

Recommendation

IA recommends that management address the above finding in the following ways:

= Consult with the State of Hawaii Records Management Branch to determine an efficient
and effective process and controls to manage ERS’ records.

= Develop well-documented policies and procedures for file management, organization
and storage. These should include the file management process designed after
consulting with the State of Hawaii Records Management Branch. These policies and
procedures should also be detailed enough to ensure that essential file management
knowledge and information, including how to properly organize and store (e.g., by
document type) files, can withstand significant staff turnover.

Management Response

e The CCO jsin the process of developing a records file management, organization,
storage, retention and disposal policy in compliance with State of Hawaii records
management policy. Target Date: June 2025 or sooner.

e SSS, IT, RBB and the CCO will work on the development of policies and procedures
that address file management, organization and storage. Target Date: December 2024.

e The acquisition of new high capacity scanners will help address the backlog and keep
unscanned hardcopy documents to a minimum. Target Date: July 2024

Responsible Manager(s)

Keith Miyamoto, IT Manager
Lori Kobayashi, RBB Manager (formerly General Professional — Membership Section)
Drew Tomimoto, SSS Supervisor
Kona Mann, Chief Compliance Officer
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Finding Number: 3 Rating: Medium

Missing Key Data Integrity Control to Verify Information Principle(s): 7,12, 17
Entered into the PAS

RBB does not have a data integrity key control activity in place to review and verify the RBB
Office Assistant’s input of member enrollment data into the PAS. Without this key control, there
are increased risks that member information maintained and used by the ERS is inaccurate.
Due to the manual nature of this process, information updated by the RBB Office Assistant is
prone to an increased risk of processing errors and without a detective control in place, these
errors may not be identified timely.

In support of this finding, the following items were noted during IA’s review:

= RBB does not conduct a secondary review of enroliment information entered by the
RBB Office Assistant for accuracy and currently relies upon the following compensating
controls:

o When processing member retirements, member information in the PAS is
verified with enroliment forms, retirement applications, and other member-related
documents before benefits are finalized and pension payments are made.

o When processing death payment distributions, RBB locates the most current
ERS Form 1A, listing the member’s beneficiary, and verifies that the information
is correct in the PAS.

o RBB staff reference imaged and indexed enrollment forms that are available in
the PAS to verify member information.

o RBB staff are trained to verify certain member information in the PAS with
members during in-person meetings and phone inquiries.

= RBB has relied upon imaged and indexed forms in the PAS as the primary
compensating control, allowing staff to readily reference the member’s source
documents and verifying the member’s account information is complete and accurate.

o Asdiscussed in Finding Number 1, RBB has not been able to rely upon this
compensating control for the last 12 months due to the significant backlog of
imaging and indexing forms.

Potential Impact

The following are potential impacts of |1A’s finding:

= RBB does not identify and correct member information errors in the PAS (i.e., incorrect
beneficiary name and/or address, employer department, ERS group code) and uses this
information in correspondence with the member leading to member dissatisfaction and
loss of confidence in the ERS.

» |n the absence of functioning compensating controls, there is an increased risk that the
processing of death payment distributions and member retirements use incorrect
member information. This may include incorrect beneficiaries receiving member death
payments or pension payments being sent to an invalid mailing address.
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Recommendation

IA recommends that management implement the following to address this finding:

= RBB should develop a formal, documented review process to verify the accuracy of
member enrollment information input into the PAS.

o Given our understanding of the current staffing constraints, RBB should perform,
at a minimum, a periodic review on a sample basis (i.e., weekly/bi-monthly
review of a sample of new and return to work members).

o The reviewer should document the list of members reviewed, noting any errors
identified, confirming that the review was completed and errors communicated
with the RBB Office Assistant for correction and follow up.

Management Response

o The Personnel Interface Files (PIF) received from employers will create the member
record for enrollment automatically when the PIF is imported/processed in the PAS.
Target Date: December 2024

e The use of QR code technology (mentioned in Finding #1 Management Response) will
reduce error and inconsistency in input of data.

o RBB staff will use the ERS-1 enrollment forms received employers to ensure that all
records have been created in the PAS. Any missing records will be addressed with
employers, as needed.

e During the interim, RBB RCE will review a sampling of the ERS-1 received against the
PAS records to verify the accuracy of the enrollment information. A log will be created to
document the review and to address any errors that need to be corrected with the RBB
Office Assistant.

o RBB will update current procedures by December 2024.

Responsible Manager(s)

Lori Kobayashi, RBB Manager (formerly General Professional — Membership Section)
Norinne Jong, RBB Supervisor — Membership Section
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Finding Number: 4 Rating: Medium

Control Design Deficiency in Terminated Employee Access Principle(s): 7, 11, 17
Removal Process

Management does not have a control activity in place to verify that access to ERS’ active
directory and applications was properly disabled for all terminated employees. Identified during
IA’s testing, terminated employees were inappropriately listed as current users with access to
the PAS (per PAS generated user access report). The ERS’ policy and procedures for
terminated employees is for the employee to surrender all access keys, cards, and devices (i.e.,
laptops, tablets) and the employee’s access to applications, accounts, and credentials are
disabled by the Information Systems Branch immediately upon termination.

In support of this finding, the following items were noted during IA’s review:

= Nine terminated employees were listed in the PAS user access listing.

o These nine employees, prior to termination, properly had access to the system
based on their job position.

o Upon notification to the IT Manager and Supervisor of this finding, the
employees’ PAS access was disabled.

= Per ERS Security Policies and Procedures, access termination procedures include
verification that terminated accounts and passwords are disabled, but there is currently
no verification process in place (i.e., periodic user access review) to detect terminated
employees with access.

o There are compensating controls in place that limit terminated employees from
accessing the PAS. Access to the PAS user interface requires an ERS desktop,
laptop, or other authorized device which must be returned at termination. The
ability to access the PAS remotely has been disabled.

Potential Impact

The following are potential impacts of |1A’s finding:

= Though unlikely, terminated employees, with access and the proper IT knowledge, may
be able to breach or compromise the PAS or other applications.

= Even though this is not a specific risk for the PAS, there is a risk that ERS may exceed
the user count and/or incur additional license costs for terminated users.
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Recommendation

IA recommends that management address the above finding by:

*» |mplementing a formally documented, periodic (i.e. quarterly, semi-annually, annually)
terminated user access review of active directory and applications, specifically the PAS,
to detect terminated employees that may have access to a system/application. The
review should include comparing an employee termination list against users with access
to the system/applications. Any user exceptions should be remediated by immediately
disabling the employees’ access.

» Developing an employee termination workflow process when the help desk system goes
live with steps to disable/remove access to all systems and applications. Employee
access should be fully disabled immediately upon termination. Once created, the status
and timely completion of the workflow should be monitored by the Information Systems
Manager or designee.

Management Response

I/S will start with an annual review and work towards a semi-annual review. The offboarding
workflow in the ERS’s helpdesk solution is in development and should be completed and
pushed to production and staff trained by the end of December 2024. Target Date: December
2024

Responsible Manager(s)

Keith Miyamoto, IT Manager
Sandra Straub, IT Supervisor
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Finding Number: 5 Rating: Medium

Control Design Deficiency in Return to Work Transfers Log Principle(s): 12, 13,17
Process

Management does not have documented policies and procedures or any control activities in
place to validate the Return to Work Transfers Log’s completeness and accuracy.

IA noted during our testing, the Return to Work Transfers Log, used to track all return to work
members requiring a service credit review, did not contain a complete list of members. The log
is updated by the RBB Office Assistant when an enrollment form for a return to work member is
received from the member’s employer. The Office Assistant processes the enroliment form by
creating or updating the member’s information in the PAS. Return to work members will already
have an existing account in the system prompting the Office Assistant to add the member’s
name to the log; RBB will then complete an additional service credit and account setup
accuracy review.

This additional service credit and account review is a key control for RBB. For members with
inaccurate service credits, this additional review process is likely the only time service credit is
recalculated, verified, and corrected by RBB until the member retires. If a return to work
member is left off the log, they would be excluded from this review.

In support of this finding, the following items were noted during IA’s review:

» |A tested the completeness of the Return to Work Transfers Log by comparing the log
against a PAS report of all return to work members with a return date during the scope
period.

o 21 out of 171 return to work members in the PAS report were not included in the
Return to Work Transfers Log. One return to work member was not included in
the log due to a manual processing error and 20 were left off due to the
respective employer not filing an enrollment form with the ERS for the member.
Without an enroliment form, the Office Assistant will not be prompted to update
the log.

= RBB currently relies on one data source, enrollment forms, to serve as a trigger to add
members to the log and have not considered using other data sources to reconcile and
validate against.

Potential Impact

The following are potential impacts of I1A’s finding:

= Service credits may be inaccurate when the employee returns to work and could impact
an employee's ability to retire. Any issues with service credit would not be identified until
the retirement benefit estimates process (potentially several years later) or when
inquired by the member.

= ERS, specifically the RBB Benefits Section, may have to spend additional time
reviewing and adjusting a member's service credits during the retirement benefit
estimate process in order to correct service credits.
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Recommendation

IA recommends that management address the above finding in the following ways:

= Develop well-documented policies and procedures for updating and validating the
completeness and accuracy of the Return to Work Transfers Log. These should detail
the following, at a minimum:

o How the Office Assistant should update the log and steps to take in order to
avoid manual processing errors (i.e. double checking log inputs with enroliment
forms),

o The frequency of conducting the validation review (i.e., monthly, quarterly), and

o How to generate the PAS report and reconcile it against the log.

= Periodically reconciling the Return to Work Transfers Log with a PAS report of return to
work members to verify completeness and accuracy of the log.

o Any variances between the log and the report should be researched in order to
understand the cause(s) of the difference. If variances are caused by an
employer’s failure to submit an ERS-1 Form(s), the employer should be notified
of this error(s) and that it is in violation of ERS’ employer reporting requirements.

Management Response

o RBB will create a PAS workflow (WF) along with a query report to create a log of Return
to Work (“RTW”) members. Target Date: February 2025

o A report from the CCR list of only RTW members will be run and used, at least semi-
annually, to cross check the PAS WF to ensure completeness & accuracy of the log.
Note: Report creation is dependent on IS priorities. Target Date: February 2025

o During the interim, RBB will use the current PAS report to check against Return To
Work transfer log to ensure completeness and accuracy. Target Date: November 2024

e Any variances found in the interim or new methods will be address accordingly with the
Employers and/or RBB staff.

e Procedures will be created to document the new WF and processes as they are
developed. Target Date: February 2025

Responsible Manager(s)

Lori Kobayashi, RBB Manager (formerly General Professional — Membership Section)
Norinne Jong, RBB Supervisor — Membership Section
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Appendix A

COSO 2013 INTERNAL CONTROL-INTEGRATED FRAMEWORK PRINCIPLES

Control
Environment

1.

2.

The organization demonstrates a commitment to integrity and ethical
values.

The board of directors demonstrates independence from management and
exercises oversight of the development and performance of internal control.

. Management establishes - with board oversight - structures, reporting lines,

and appropriate authorities and responsibilities in the pursuit of objectives.

. The organization demonstrates a commitment to attract, develop, and retain

competent individuals in alignment with objectives.

. The organization holds individuals accountable for their internal control

responsibilities in the pursuit of objectives.

Risk Assessment

. The organization specifies objectives with sufficient clarity to enable the

identification and assessment of risks relating to objectives.

. The organization identifies risks to the achievement of its objectives across

the entity and analyzes risks as a basis for determining how the risks should
be managed.

. The organization considers the potential for fraud in assessing risks to the

achievement of objectives.

. The organization identifies and assesses changes that could significantly

impact the system of internal control.

Control Activities

10.

11.

12.

The organization selects and develops control activities that contribute to
the mitigation of risks to the achievement of objectives to acceptable levels.
The organization selects and develops general control activities over
technology to support the achievement of objectives.

The organization deploys control activities through policies that establish
what is expected and procedures that put policies into action.

. The organization obtains or generates and uses relevant, quality information

to support the functioning of internal control.

. The organization internally communicates information, including objectives

and responsibilities for internal control, necessary to support the functioning
of internal control.

. The organization communicates with external parties regarding matters

affecting the functioning of internal control.

. The organization selects, develops, and performs ongoing and/or separate

evaluations to ascertain whether the components of internal control are
present and functioning.

. The organization evaluates and communicates internal control deficiencies

in a timely manner to those parties responsible for taking corrective action,
including senior management and the board of directors, as appropriate.

ERS Internal Audit
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Appendix B

1. Send completed ERS-1

Membership
—»| Enroliment and ERS
Form 1A Designation of

Beneficiary forms

Employer
Agencies

9. Forms are
imaged and
attached to the

2. Add date

ERS-1 and

received stamp on
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No
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4. Update member 6. Is the return to

work member, a
returning retirant?

Employment of a Retirant
Form (Control Activity #3)

Retirement Benefits Branch ("RBB"
Office Assistant ("OA")

Control Activity #1 — The RBB OA completes a review of both ERS-1 and ERS Form 1A forms for completeness of data fields and appropriate signatures. Additionally, the ERS Form 1A is reviewed to ensure that it has been notarized. Any issues
or missing information in these forms will be communicated to the employer. The RBB OA will not process incomplete forms.

Control Activity #2 — For each return to work member, RBB completes a second review of the member’'s PAS account and service credit balance to ensure that the PAS contains the correct service credit earned prior to the member returning to
work.

Control Activity #3 — The RBB Enrollment Team will track return to work retirees in order to verify that pension payments are suspended or that an ERS-209 Form was received for exempt retirees. Note: There are 20-30 return to work retirees
annually.

Missing Key Control Activity — An RBB staff reviews and verifies that the member information input by the RBB OA is accurate by validating information between the PAS and enroliment forms.

Definitions:

ERS-1 Form (Membership Enrollment Form) — This form is required to be submitted by employers on behalf of its employee in order to enroll them for membership with the ERS. RBB uses this form to create/update the member’s account in the PAS.
ERS Form 1A (Designation of Beneficiary Form for Contributory and Hybrid Plan members) — This form allows members to designate a beneficiary to receive death benefits and accumulated contributions on behalf of the member. RBB uses this form
to update the beneficiary details listed in the member’s account in the PAS.

ERS-209 Form (Certification of Compliance with Requirements for Employment of a Retirant) — The form that must be completed by retirees returning to work, who will be working in a position that is excluded from ERS membership or in a position
that is a labor shortage or difficult-to-fill position. Completion of this form will allow the retiree to be exempt from getting their retirement benefits suspended.
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Control Activity #1 — The RBB OA conducts a second-level review of class codes assigned by the IS Branch’s automated code assignment process, including confirming correct class code assignments and adjusting codes that were

not properly assigned and/or assign class codes that were left blank.

Control Activity #2 — An RBB Retirement Claim Examiner conducts a final review of the CCR Transmission File, which includes verifying the completeness of the file and accuracy of codes assigned. This review is completed after both

Information Systems and the RBB OA review and assign class codes to members.

Definitions:

CCR Transmission File — The file created by each employer containing a list of prospective employees that are scheduled to begin employment with the department in the near future. The file is transmitted to the ERS in order to obtain

the appropriate class code assignment for each employee.

CCR Log (Master File) — The log maintained by RBB containing all class code assignments assigned to employees. It is updated with the employee and class code information from each CCR Transmission File.

ERS Internal Audit Page 22



Employees’ Retirement System
INTERNAL AUDIT

w .“‘l

¢
w)‘-(":':

Employees’ Retirement System

of the State of Hawaii

ADMINISTRATIVE & AUDIT COMMITTEE UPDATE
REPORT

June 25, 2024

CONFIDENTIAL

This report is prepared solely for the internal use of the Employees’ Retirement System management, the Administrative & Audit Committee, and
the Board of Trustees. Distribution requires prior approval from the Administrative & Audit Committee or management.



(X
SN

e et ADMINISTRATIVE & AUDIT COMMITTEE UPDATE REPORT
TABLE OF CONTENTS

SECTION PAGE
EXECULIVE SUMMIAIY ...ttt oottt et e e e e e e e s eaeeeeeeeeaeeeeaa e nseeeeeeeeeeeeeeaaaannsesseneaeaaeaeeaannns 1
Summary of TASKS COMPIEIEA ... ..ot e e e e e e e e e e e e e e e e eeees s e e e eeeeeesanann e eaeaens 3
Summary Results of REPOrt COMPIEIEA ....... oo e e e e e e e e e e e e ee e e eens 9

2024 Internal Audit Plan ReSUIS SUMMIAIY .......coooiiiiiiiii et e e e e e e e e e e e e e e et b e e e e e e eeeeeennanans 12
Management ACtON DAShDOAIM ...........ooi it e e e e et e e e e e e e e e ee s e e eeeeeeeesansaaaaaaaeeeennes 13
Management Action Plans — Completion STatus ...........oouiirii e e e e eeeaanes 15
Cumulative ODbSErvation ANAIYSIS..........ooiiuiiiiii e e e e e et e e e e e e aeeeeaaaaaaaaeeeeaaaeareasa e e e e e e eeenennnnan 16

Issued Reports FINAING STAtUS .......oouueiiiii it e e e e et e e e e e e et e e aa it e e e e e e e eeeansaaaaaaeeeneenes 17



u‘.‘."l

N9y,
=\

Employees’ Retireme

nt System

ADMINISTRATIVE & AUDIT COMMITTEE UPDATE REPORT

Executive Summary

Administrative and Other Matters

Internal Audit (“IA”) regularly meets with Executive Management to keep them apprised of current and upcoming IA
projects and discuss new or updated needs of the organization.

Continue to meet with the Chief Compliance Officer (“CCQO”) on a weekly basis to stay apprised on current ERS
and CCO initiatives, emerging risk areas, challenges and issues, and upcoming events and other matters.

IA continues to monitor and stay up to date on new resources and tools issued by the Institute of Internal Auditors
(“llA”) related to conformance with the new mandatory Global Internal Audit Standards.

o Updates to the Internal Audit Charter and Administrative & Audit Committee Charter to reflect the new
standards will be presented to the Administrative & Audit Committee for approval prior to the January 9,
2025 effective date.

Status on Current Projects:
Virtual Chief Information Security Officer (vCISO)

Dave Collins, RSM vCISO, has been providing services to the ERS since April 2024.

vCISO held meetings with Executive Management, several Board Members, IT Manager and IT Systems
Supervisor to understand the current cybersecurity program.

vCISO is currently structuring a recommended Cybersecurity Strategy and Roadmap/Prioritization List based on
ERS’ overall risk and program needs. This report will be delivered and presented to Executive Management in July

2024.
Estimated project completion: July 2024
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Executive Summary (continued)

Follow-Up Review

Project kicked-off in late April 2024.

Scope includes following up on ten previously cleared findings from six internal audit reports, issued between 2017
and 2021.

Currently in the “Execution” phase of the review, which includes obtaining, reviewing, and testing supporting
documentation for past finding recommendations.

Estimated project completion: July 2024

Status on Current Projects (Carryover from 2023)

Member Enrollment & Re-Enrollment Review

Review completed in April 2024. Final Draft Report, subject to Administrative & Audit Committee approval, included
with current Administrative & Audit Committee materials.

The review area is rated overall as Unacceptable. We noted two findings with a high risk rating and three findings
with a medium risk rating.

Action: Seeking approval from Administrative & Audit Committee of Final Draft Report

Continuous Monitoring Tool Development — Part 1

Participated in weekly Act 87 Team meetings from Q4 2023 to Q2 2024 to understand ERS’ key employer reporting
processes and identify continuous monitoring opportunities to enhance them.

Final project deliverable containing a compiled list of automation opportunities detailing the current state process
vs. future state process and estimated time/cost savings was presented to Executive Management on June 21,

2024.
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Summary of Tasks Completed

Follow-Up Review

= Project goals and objectives are to:

o Assess the progress that responsible managers have made in implementing recommendations suggested

by IA for previously “cleared” findings.

o Validate whether cleared finding recommendations have been implemented through inquiry with responsible

managers and inspection of supporting documents.

For finding recommendations deemed partially or not implemented, understand the reasons why it was not
implemented and provide management with updated resolutions or recommendations to enhance
effectiveness and efficiency, where applicable.

= Scope includes following up on ten previously cleared findings from six internal audit reports, issued between 2017
and 2021. Reports include:

o

©)

o

©)

o

©)

Investment and Risk Monitoring and Reporting Review (issued June 2017)
Financial Reporting Process Review (issued April 2019)

Investment Consultant Selection and Evaluation Review (issued September 2019)
Communications and Community Relations Review (issued February 2020)

HR — Personnel Development & Retention Review (issued October 2020)

Benefit Estimates & Final Benefit Calculation Processing Review (issued May 2021)

» |A held meetings with the Chief and Deputy Investment Officer, Accounting Manager, Staff Support Services
Supervisor, and Program Support in May 2024.

= Currently in the “Execution” phase of the review. Refer to Page 4 for a summary of the phases completed as part of
the Follow-Up Review.
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Summary of Tasks Completed (continued)

Selection

Select Reports &
Identify Findings

Review a listing of
reports issued by 1A to
ERS since 2017.

Review Administrative &
Audit Committee update
reports to determine the
population of reports that
contained “cleared”
findings.

Select reports for review
based on the number of
findings “cleared” as well
as the associated branch
and area in which the
report covered.

=

Planning

&

—
—
—

Planning & Initial

Inquiry

= Connect with

responsible branch
managers (via email or
meeting) to determine
the current status of each
finding, including
understanding any
changes that have
occurred since being
‘cleared”.

Create a document
request list for each
report that includes
request(s) for documents
that evidence the finding
was “cleared” and
recommendation
implemented.

Review & Test
Documentation

Review supporting
documentation provided
by management and
validate that it supports
the finding's "cleared"
status.

Where applicable,
complete additional
follow-up inquiries with
responsible management
to obtain additional
information on the
current processes and/or
documentation related to
the finding.

Final Assessment

Determine whether report
findings and
recommendations were
implemented based on
steps completed in the
Flanning and Execution
phases.

For recommendations
that were deemed
“Partially Implemented”
or ‘Not Implemented"”;
develop updated
recommendations for
management to consider
for implementation.

Share results with
Executive Management,
A&AC and Board.
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Summary of Tasks Completed (continued)

Virtual Chief Information Security Officer (vCISO)

e Project goals and objectives are to:
o Provide a C-level resource to help define, implement, and mature a Cybersecurity Strategy and Roadmap.

o Help to align current priorities and projects, along with determining new areas of focus, that align with the
business needs and growth plans, while focusing on the applicable risk posture of the organization.

o Help to set strategy, formalize, and operationalize cybersecurity into the day to day operations of the
organization.

e As part of this initiative, Dave Collins, RSM vCISO resource, has been providing services to the ERS since April 2024.
His approach as vCISO includes:

o Conducting an analysis on the overall structure of ERS’ cyber program and capabilities, as well as internal
process and communications.

= Meetings have been with Executive Management, several Board Members, IT Manager and IT Systems
Supervisor.

= Reviewed policies and procedures, organization chart, and current agreements/contracts with third party
vendors.

o Focusing on understanding operational challenges due to staffing, as well as addressing prior audit findings and
member needs.

» Participated in both Information Systems (I/S) Branch and organization-wide operations meetings.
= Planning to hold upcoming one-on-one meetings with individual members of the I/S Branch.

e VCISO is currently structuring a recommended Cybersecurity Strategy and Roadmap/Prioritization List based on ERS’
overall risk and program needs. This report will be delivered and presented to Executive Management in July 2024.
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Summary of Tasks Completed (continued)

Continuous Monitoring Tool Development — Part 1

= Project goals and objectives were to:
o Introduce Data Analytics and Continuous Monitoring concepts and tools.

o Help the ERS develop a general understanding of the capabilities of Data Analytics and Continuous
Monitoring within the organization and how it can build efficiencies by using it.

o Work with branches to identify opportunities to incorporate continuous monitoring into its operational
processes.

= Continuous Monitoring Introduction and Exploration Presentation Meeting was held with Executive Management on
March 30, 2023 and with Branch Chiefs on May 18, 2023.

o The KMH and RSM presentation included slides defining Data Analytics and Continuous Monitoring,
describing the added value it will bring to the organization, and key consideration in identifying and scoping
these opportunities. Select slides from the presentation were shared with the A&AC in June 2023.

= The remaining project time and resources were used to identify continuous monitoring opportunities that help
streamline employer reporting processing and ERS’ Act 87 initiative.

= Joclyn Klug, RSM Continuous Monitoring SME, and IA participated in weekly Act 87 meetings from Q4 2023 to Q2
2024 to understand the current payroll, personnel information file (PIF), and class code reporting (CCR) processes.
After participating in these meetings, Joclyn Klug and IA identified a number of opportunities to incorporate
continuous monitoring to identify reporting issues and replace timely manual processes.

o Final project deliverable containing a compiled list of automation opportunities detailing the current state
process vs. future state process and estimated time/cost savings was presented to Executive Management
on June 21, 2024

o Select slides from the presentation have been included on pages 7 and 8.
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Summary of Tasks Completed (continued)

Estimated Value Heatmap
a) Payroll 2

- Timely Submission t
b) Payroll 7
- Overpayments
¢) PiF2
- Length and content z
d) PIF3 ?‘:
- Action Codes
e) CCR 1 - dependent on Payroll 2
- CCR Template Validation
f) CCR 2 — dependent on Payroll 2

- CCR Submission Timeliness <

g) CCR 3 - dependent on PIF 2 / Payroll 2
- Class Code Compliance

Value
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Summary of Tasks Completed (continued)

PIF 2 — All fields meet the required length and content
* Goal — Ensure data is reported to ERS in the appropriate length and data type

* Current Process — Blocks of errors checked every quarter, IS may check when V3 uploads
fail
* Automate — Read PIF files for incorrectly formatted data, prevent upload to V3 and stage,

alert ERS and employers.
Alert on bad Report on
records trends

Employers Monitor for
Upload respond with responses and

* New Process

Monitor and log Identify Extract records

PIF file
submission

incorrectly with incorrect
formatted data format

remaining to V3 properly update data,
formatted data upload to V3

* Time Savings — 30 minutes per file (70 reporting agencies with files submitted every two
weeks / month: 12-24 times annually = 420 hours to 840 hours
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Summary Results of Report Completed

Member Enrollment & Re-Enrollment Review:

Background and Project Objectives:

= This review focused on the ERS enrollment process for new members and re-enrollment process for return to work
members and retirees (returning back into the workforce). The review also included the process of assigning class
codes to each new or returning member, which is completed as part of the enrollment process.

o The ERS’ class codes are used to differentiate the various retirement plans offered by the ERS and
information reported by employers on its employees are used to identify the appropriate class code to be
used for each employee.

= This area was last reviewed in September 2012 and was rated Acceptable. The report included four findings, two
with a moderate risk rating and two with a low risk rating. IA confirmed through the review of past finding
recommendation tracking logs and inquiry with management that these findings were remediated.

= The objectives of our review were to:

o Evaluate the ERS’ enroliment and re-enrollment processes and internal controls related to enrolling new and
returning members timely and accurately, adjusting returning member accounts and retiree accounts
(returning back into the workforce) for accuracy and completeness, and properly maintaining supporting
enrollment documentation.

o Evaluate the ERS’ class code reporting process and internal controls for accurately assigning class codes to
members and returning class code reports to employers in a timely manner.

o Assess ERS’ controls for restricting user access to class code reporting and enrollment data stored in ERS’
core pension administration system database (“PAS”) and shared drives.

o Provide recommendations and leading practices for improvements to enhance effectiveness and efficiency,
where applicable.

= See final draft report for a more detailed discussion and background on this project.

Page 9



u‘.“"l

N9y,
—N\ree

Employees’ Retirement System

ADMINISTRATIVE & AUDIT COMMITTEE UPDATE REPORT

Summary Results of Report Completed (continued)

Summary of Results:

There are 2 findings with a high risk rating and 3 findings with a medium risk rating. Based on the results of our work, the
internal controls and related business processes in this area were rated Unacceptable. The overall ratings for each finding
and related recommendation are further described in the IA report.

Summary Findings Rating*

1. There is a shortage of SSS staffing and technology resources and lack of policies and
procedures, resulting in a backlog of member enrollment forms, including ERS-1 and ERS
Form 1A forms, that have not been imaged and indexed into the PAS. This backlog
extends as far back to members who were enrolled over 12 months prior.

High

2. Alack of file management policies and procedures resulted in significant delays in the
ERS locating and providing requested enroliment forms. Management was unable to High
provide one or more enrollment forms for approximately 40% of the members requested.

3. Management does not have data integrity control activities in place to review and verify
member enrollment data information input into the PAS, exposing the ERS to an increased Medium
risk of not detecting data input errors.

4. Management does not have a control activity in place to verify that access to ERS’ active
directory and applications are properly disabled for all terminated employees, resulting in
terminated employees inappropriately listed as current users per the PAS user access
report.

Medium

Page 10
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Summary Results of Report Completed (continued)

Summary of Results (continued):

Summary Findings Rating*

5. There are currently no documented policies and procedures or any control activities in
place to validate the Return to Work Transfers Log’s completeness and accuracy,
resulting in an incomplete listing of return to work members on the Return to Work
Transfers Log.

Medium

Overall rating: Unacceptable

* Individual Finding Rating Definitions:
= High
o Theissue is a control deficiency which represents a significant gap in the design and/or operating effectiveness of control affecting the
organization’s ability to address relevant risks and provide reasonable assurance regarding the achievement of desired outcomes.
o Loss of stakeholder confidence is at an unacceptable level, and Management and the Board place a high priority on performance in this area.
o The issue requires an immediate, comprehensive, corrective action plan with progress to be monitored by an appropriate level of management.

o The issue is a control deficiency which represents a gap in the design and/or operating effectiveness of control affecting the organization’s ability
to address relevant risks and provide reasonable assurance regarding the achievement of desired outcomes.
o The issue requires prompt attention to ensure internal control is designed and/or operating effectively.

o Theissue represents an opportunity to improve control and processes to support the achievement of desired outcomes.
o Theissue should be addressed promptly, as time and resources permit.
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Internal Audit Plan Period: January 1, 2024 through December 31, 2024

IA Assurance

Member Enrollment & Re-Enrolment Review 100 118 - 18
Continuous Monitoring Tool Development - Part 1 85 93 5 13
Business Continuity Plan — Crisis Communication Plan Development 100 el - (9)
IA Assurance
Follow-Up Review m 300 141 150 ©)
Investment Manager Selection & Evaluation Review 0 400 - 400 -
Contracting & Procurement Review | I I | Q 400 - 400 -
IA Consulting & Other
Virtual Chief Information Security Officer (VCISO) e 300 82 218 -
Implementation of Cybersecurity Strategy and Roadmap 0 350 - 350 -
Continuous Monitoring Tool Development - Part 2 O 250 - 250 -
Compliance Office Collaboration and Assistance <& 4 150 153 60 63
IA Recommendation & Implementation Assistance ¢ . 100 - 40 (60),
Risk Assessment Re-Evaluation & Audit Plan for Year 3 & Year 4 & <> 250 - 250 -
Reporting, Communication and Other Administration @ === ==t = == il el el sl il i bl Bediaiis Selialis. 4 250 129 125 4
Total Hours| 3,035 807 2,248 20
Q Project Start Date - In Process - Draft Report Issued - - Completed - Final ——@ Consulting & Other Projects 9 — & Meetings, Board
Pending Mgmt Responses Report or Deliverable Support, Other
and/or A&AC Approval Issued

Key: Budget: Original Approved Budget and Budget Changes Approved by the Administrative
& Audit Committee
Actual:  Actual Hours Incurred Through May 31, 2024
ETC: Estimated Time to Complete
Variance: [(Actual + ETC) - Budget] = over / (under) budget
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The following represents the status of IA observations and recommendations from the reports issued in the past seven

years.

Number of Findings Completion Status (Only "High" and "Moderate" / "Medium" findings were
Ranked tracked for the first four projects listed below)
Mgmt
"Moderate" Outstanding -  Outstanding - Chose Not
or Outstanding - Extended Original Funding to
Name of Review Contact Overall Raﬁng1 "High" "Medium" "Low" Cleared Not Overdue Target Date Shortfall  Overdue Implement
IT Security Rapid Assessment & Internal
Network Security Review ("INSR) IT Manager Unacceptable 12 6 6 0 9 0 0 0 3 0
Cash & Liquidity Management Review Accounting Manager Marginal 4 0 3 1 0 0 0 0 3 0
Dlsgbmty Hearings and Contested Cases |Retirement Benefits Nargine) 6 2 4 0 6 0 0 0 0 0
Review Manager
Investment and Risk Monitoring and Chief Investment .
Reporting Review Officer Marginal 3 0 2 1 2 0 0 0 0 0
Financial Reporting Process Review Accounting Manager Marginal 5 1 4 0 2 0 0 0 3 0
" Chief Investment
Investm-ent Corl15ultant Selection and Officer, Accounting ngerally 3 0 2 1 2 0 0 0 0 1
Evaluation Review Satisfactory
Manager
Commumcatlons and Community Relations Program Specialist G:—lmerally 1 0 1 0 1 0 0 0 0 0
Review Satisfactory
Human Resources - Personnel Deputy Executive Generally 2 0 2 0 1 0 0 0 1 0
Development & Retention Review Director Satisfactory
Cloud Risk and Security Assessment - IT Manager Marginal 5 0 4 1 0 0 5 0 0 0
Phase 1
Benefit Estimates & Final Benefit Retirement Benefits Generally 2 0 1 1 2 0 0 0 0 0
Calculation Processing Review Manager Satisfactory
Retirement Benefits
Employer Communication & Reporting Manager, Accounting Vs 3 0 2 1 2 0 1 0 0 0
Review Manager, Program
Specialist
Investment Governance Structure & Chief Investment
Oversight Review Officer S v 9 © © © © v v v ©
Cloud Risk and Security Assessment- | .oy oooor Unacceptable 5 4 1 0 0 0 4 0 1 0
Phase 2
Retirement Benefits
NS ESTy (RS Rl Manager, SSS Unacceptable 5 2 3 0 0 5 0 0 0 0
Review X
Supervisor
TOTAL 56 15 35 6 27 5 10 0 1 1
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Management Action Dashboard (continued)

" Overall Rating Definitions:

Strong — The area reviewed has effectively assessed and managed its risks, implemented control processes, and complied with applicable policies, procedures, and
appropriate laws and regulations. Internal control systems are sufficiently comprehensive and appropriate to the size and complexity of the organization. Monetary risk
associated with control failures, if any, is not material. A few inconsistencies may have been noted, but compensating controls exist that sufficiently minimize the risk of loss
(e.g., financial, reputational).

Generally Satisfactory — The area reviewed has adequately assessed and managed its risks, and has implemented generally effective control processes. Some
weaknesses in controls may have been noted, but they are not such that the area is significantly exposed to risk of loss. Weaknesses or deficiencies identified are
correctable in the normal course of business. Such areas are in general compliance with applicable policies, procedures, and appropriate laws and regulations.

Marginal — The area reviewed has control, policy, procedural, compliance and/or repeat findings that are sufficiently important to warrant the attention of more senior levels
of management. Any deterioration in the current operating routine could lead to serious exposures and stakeholder criticisms. Should weaknesses continue without attention,
they could lead to further deterioration of the rating to an unacceptable status.

Unacceptable — The area reviewed has serious control, policy, procedural, compliance and/or repeat findings. Exposure to potentially serious risk of loss exists. Exposure
may also exist to potentially serious criticism by stakeholders. Such situations require urgent senior management involvement in implementing corrective action. Corrective
action should be initiated immediately and may require significant amounts of time and resources to implement.
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Management Action Plans — Completion Status

The following represents the number of findings that are cleared; outstanding — not overdue; outstanding — funding
shortfall; findings for which there have been extensions granted; findings for which management chose not to implement;
and overdue for each review. After the granting of two extensions, if the finding is not cleared, it will be shown as overdue.

Completion Status
As of June 15, 2024

12
1
10
]
8
§ T
= . 3
. H |
: . | |
2 I [ 1]
' o O
¢ IT Security Rapid  Cash & Liquidity  Disabiliy Hearings Investment and Risk Financial Reporting o ications Human R - CloudRisk and Benefit Esti & Cloud Risk and  Member Enraliment
A & INSR asgeme and ;Em Rgpor‘l'nu. R:vl"_!dw Process Review Ci i : i and l" Ry_'ww o R - . Security B F{"lla' Be!eﬁl Ci u L Rg‘u'm: = b Security B & RQRE!;r::er
Review Review Retention Review Phase 1 Procesing Review Oversight Review Phase 2
B ttems cleared | | items Outstanding - Not Overdue I ttems Outstanding - Extended Original Target Date
B items outstanding - Funding Shortfal B iiems overdue B 1igmt Chose Not to Implement
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Cumulative Observation Analysis

Based on the 23 reviews completed over the last few years, we compiled a listing of common observations across the
reviews. Management is currently in the process of addressing these organization-wide improvement opportunities.

Common Observations

Reports Issued

Areas for Improvement
Oversight & Policies and/or Obtaining Appropriate | Developing Efficient
Monitoring Procedures Resources Processes

Member Enroliment & Re-Enroliment Process Review X X X X
Records Management & Retention Review X X X
Investment Manager Selection & Evaluation Review X X
Access Controls Review X X

Data Collection & Maintenance Review X X X
Member Retirement Application & Eligibility Review X X X
Unclaimed Member Benefits & Accounts Review X X X
Benefit Disbursement Review X X X
Governance & Ethics Review X X X

IT Security Rapid Assessment & INSR X X X

Cash & Liquidity Management Review X X X

Disability Hearings and Contested Cases Review X X X

Investment and Risk Monitoring and Reporting Review X X X
Financial Reporting Process Review X X X X
Investment Consultant Selection and Evaluation X X
Communications and Community Relations Review X X
Human Resources - Personnel Development & Retention Review X X

Cloud Risk and Security Assessment - Phase 1 X X X

Benefit Estimates & Final Benefit Calculation Processing Review X

Employer Communication & Reporting Review X X X
Cloud Risk and Security Assessment - Phase 2 X X X X
Member Enroliment & Re-Enroliment Review (2024) X X X X

*No observations were noted in the Investment Governance Structure & Oversight Review.
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Issued Reports Finding Status

The following represents a summary of the recommendations from the respective issued and final reports, with targeted
implementation dates and a brief status provided by management. For all reports issued in 2019 (starting with the
Financial Reporting Process Review) and on a go-forward basis, |A will track recommendations for all findings (“High”,
“‘Medium”, and “Low”). Once recommendations are considered “cleared”, they will be removed from this status tracking.

FINDING RECOMMENDATION RATING TARGET COMPLETION gTATUS - PROVIDED BY

DATE(S)

IT Security Rapid Assessment & Internal Network Security Review

MANAGEMENT

Note: The progress and status of Finding 2 of this review is tracked through the Cloud Risk and Security Assessment Phase 1 - Finding 3
due to overlapping recommendations. The clearing of the recommendations in Finding 3 will also clear Finding 2.

Finding 6 — A number of
instances were identified where a
Man-in-the-Middle (“MitM”) attack

is possible, allowing an intruder to | Management (“SIEM”) system or : 1
secretly relay and possibly alter similar form of network D(R?V'Sed #2 Target gg:ﬁ:;;\é?ﬁ%)bgu; fo the
the communications between two | monitoring system to detect ate: December 2020) ias i
. vacancies in the I/S branch.

parties, as well as to gain network sniffing and Server (Revised #3 Target Target Date is TBD for
potentially elevated access inan | Message Block (“SMB”) relay Date: December 2021) implementation of SIEM /
unauthorized manner. attacks. Using NTLM v2 hashing (Revised #4 Target Managed Detection and

can lower the risk of these types Date: December 2022) Response (MDR) solution

of attacks against the network, (Revised #5 Target and evaluation of the Server

but does not prevent sniffing. Dates: September 2023, | Message Block (SMB).

TBD)
(Revised #6 Target

Management should evaluate
the benefits of adding a Security
Information and Event

High

June 2017

(Revised #1 Target
Date: December 2017)

Date: June 2024)

Revised #7 Target Date:
TBD)

Outstanding — Overdue —

ERS is working with a Virtual
Chief Information Security
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Issued Reports Finding Status (continued)

FINDING

RECOMMENDATION

RATING

TARGET COMPLETION

STATUS - PROVIDED BY

DATE(S)

MANAGEMENT

Finding 8 — There is no formal The ERS should create a risk Moderate June 2017 Outstanding — Overdue —
Software Development Lifecycle | framework that rates each (Revised #1 Target Due to the significant
(“SDLC”) or Change Management | development/engineering project Date: December 2021) | number of vacancies in the
policy in place to govern changes | as well as system change. The (Revised #2 Target I/S branch, Target Date is
in the production environment risk framework should factor in Date: September 29022) TBD for ERS administrative
and related security impacts. regulatory and customer T P governing policies and a

commitments and requirements (Revised #3 Target | S v 1%or the finalization

as they relate to IT security. The Date: June 2024) of I/S policies will follow.

assigned risk rating to each (Revised #4 Target

project or change would then Date: TBD)

dictate the level of security

considerations to be

incorporated.

Formalized change policies and

procedures should be

established as well to address

segregation of duties risks.
Cash & Liquidity Management Review
Finding 1 — There is no formal Management should develop a Moderate September 2017 Outstanding — Overdue —

cash management framework.
While there are some elements of
a cash management framework in
place, based on industry standard
resources reviewed, key features
of cash management are missing.

formal cash management
framework including the
following elements:

1) An organization-wide cash
management policy,

2) Implementation of software to
assist in preparing formal cash
forecasts,

3) Definition of key components
of cash forecasting, and

(Revised #1 Target
Date: June 2020)
(Revised #2 Target
Date: December 2021)

(Revised #3 Target
Date: December 2024)

(Revised #4 Target
Date: December 2025)

Funding request was not
submitted for FY2025; will
submit for FY2026.

Although not submitted for
FY2025, ERS will still pursue
procurement and
alternatives for consultant
and implementation of
software as described in
previous comment status to
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Issued Reports Finding Status (continued)

FINDING RECOMMENDATION RATING TARGET COMPLETION  sTATUS - PROVIDED BY
DATE(S) MANAGEMENT
4) Establish reporting protocols. meet target date of
December 2025.

ERS will seek to procure a
third-party consultant. Once
procured, a third-party
consultant will be able to
assist the Accounting
Branch and address this
finding recommendation.

The following estimated
timing is conservative and
based on prior experiences
by the ERS related to the
budget approval process.
(Note: timing had to be
adjusted/postponed due to
change in State
Administration (e.g.
Governor, etc.); ERS & other
agencies were asked to not
submit any budget requests
to keep budget "static" until
new Administration was on
board.
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Issued Reports Finding Status (continued)

TARGET COMPLETION

FINDING RECOMMENDATION RATING STATUS - PROVIDED BY

DATE(S)

MANAGEMENT

Finding 2 — There is no formal Accounting should establish Moderate September 2017 Outstanding — Overdue —
process or methodology in place | specific guidelines for evaluating (Revised #1 Target Refer to status comment for
to determine the optimal monthly | the cash reserve, such as: Date: June 2020) Finding 1 above.
cash reserve that meet immediate | 1) Frequency of evaluation, Revi o T
h obligations and also ine i i (Revised #2 Target
cash obligat : 2) Line items to be reviewed for Date: December 2021)
maximize higher earning adjustment '
i ’ (Revised #3 Target
investments.
4) Triggering events that could (Revised #4 Target
result in immediate change, and Date: December 2025)
5) Investing temporary surpluses
productively.
Finding 3 — There is no ERS should: 1) Reevaluate Moderate September 2017 Outstanding — Overdue —

comprehensive cash forecasting
process. In addition, variance

analyses and updates to line 2) Establish a collaborative (Revised #2 Target | upcoming FY. Once

items are not made throughout formal cash flow forecasting Date: December 2021) procured, a third-party

the year. process, led by an individual with Revised #3 T t consultant will be able to
treasury experience, Détegvés:cembef;%z 4) assist the Accounting _
3) Provide cash projections to all (Révised 44 Tarqet Branch and address this
involved departments, and ¢} finding recommendation.

current cash forecasting
processes,

4) Set tolerance levels of
variance between actual and
projected forecasts.

(Revised #1 Target
Date: June 2020)

Date: December 2025)

ERS will seek to procure a
third-party consultant during
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Issued Reports Finding Status (continued)

FINDING

RECOMMENDATION

RATING

TARGET COMPLETION

STATUS - PROVIDED BY

Financial Reporting Process Review

DATE(S)

MANAGEMENT

Finding 3 — Financial reporting The Accounting Branch should Moderate June 2020 Outstanding — Overdue —
policies and procedures have not | draft a set of updated policies (Revised #1 Target ERS will seek the necessary
been reviewed or updated since | and procedures for the financial Date: December 2021) resources to assist in the
the 1990s. reporting process areas. Policies . development of policies,
(Revised #2 Target rocedures, and related
and procedures should be Date: December 2024) Proce )
established for the following: " N training.
=  Annual financial audit and D;I;{;vE)s:Cde m3bl?;%%t5) Refer to statuses provided
CAFR preparation ' for the Cash & Liquidity
=  Monthly financial statement Management Review related
activities to the timing of obtaining a
*  Financial statement third-party consultant.
preparation and distribution
= Management reports
(internal)
Finding 4 — Accounting policies The Investment Office should Moderate June 2020 Outstanding — Overdue —

and procedures have not been
adjusted to maintain alignment
with the changing Investment
Policy and shifts in the investment
portfolio.

actively involve and discuss
potential investments with the
Accounting Branch.

The Accounting Branch should
develop the appropriate policies,
procedures and controls to align
with any shifts in the investment
portfolio.

Management should also

consider sending both
Investment Office and qualified

(Revised #1 Target
Date: December 2021)
(Revised #2 Target
Date: December 2024)
(Revised #3 Target
Date: December 2025)

Draft policy template
received from KMH.

Detailed policies and
procedures may require
funding for necessary
resources to assist in the
development of policies,
procedures, and related
training as part of 2024
Legislative Session.
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Issued Reports Finding Status (continued)

FINDING

RECOMMENDATION

RATING

TARGET COMPLETION

STATUS - PROVIDED BY

Accounting Branch personnel to
on-site due diligence visits for
select high valuation risk
investments.

DATE(S)

MANAGEMENT

Refer to statuses provided
for the Cash & Liquidity
Management Review related
to the timing of obtaining a
third-party consultant.

Finding 5 — Work report data files
are consistently submitted by the
employer groups with errors and
in improper formatting. ERS
resources, particularly the
Accounting Branch and EC&B,
are spending a significant amount
of time correcting these errors
which leads to delays in financial
reporting.

ERS is meeting with
representatives of employer
groups to discuss improving
reporting. In addition to this
effort, ERS should complete the
following:

Developing IT scripts
specific to individual
employer submissions that
may be able to identify
common errors.

Establishing an ERS help-
line to coordinate training
and support for different
employer groups. Also, ERS
can go to the individual
employer work locations to
conduct training on work
report data files.

Moderate

December 2020

(Revised #1 Target
Date: December 2022)

(Revised #2 Target
Date: December 2024)

(Revised #3 Target
Date: TBD)

**Progress is evaluated
on an on-going basis
and it is unrealistic to
determine a due date.
See status comments.

Outstanding — Overdue —

ERS staff (from various
branches) continues to meet
with State and county
employer agencies to
determine/update what is
included in compensation for
ERS benefits; to provide
information on reporting
processes and computer
requirements; etc. The
results of these findings will
probably require legislative
changes for the definition of
ERS eligible compensation.

ERS Work Report staff
continues to utilize excel
formulas and SQL queries to
help analyze data files
received and provide
feedback to employers. Staff
training is ongoing as
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Issued Reports Finding Status (continued)

FINDING

RECOMMENDATION

RATING

TARGET COMPLETION

STATUS - PROVIDED BY

DATE(S)

MANAGEMENT

changes are made to the
data files received.

It is unrealistic to determine
the final implementation date
given the results are highly
dependent on employers
implementing changes to the
payroll and personnel
systems to accurately and
consistently report
information to ERS; or for
ERS to modify its pension
system. These systems
require approval of funding
from legislature and city
councils.

Human Resources — Personnel Development and Retention Review

Finding 2 — The ERS can
improve its succession planning
processes by incorporating
“Succession Management” into
their plans.

IA recommends the ERS
incorporate Succession
Management into their existing
succession planning processes.
Key components of a succession
management approach should
include:

1) Improved documentation
around preparation,
planning, and development
improvement steps

Medium

December 2021

(Revised #1 Target
Date: December 2022)
(Revised #2 Target
Date: December 2023)

(Revised #3 Target
Date: March 2024)

(Revised #4 Target
Date: December 2024)

Outstanding — Overdue —
For Succession
Management, each Branch
Chief will identify the
necessary
skills/experience/knowledge
required for those identified
as their potential successors
and improve documentation
around developmental
planning, etc.
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Issued Reports Finding Status (continued)

FINDING

RECOMMENDATION

RATING

TARGET COMPLETION

STATUS - PROVIDED BY

2) Detailed developmental
planning (training, coaching
and mentoring)

3) Knowledge transfer and
management practices

DATE(S)

MANAGEMENT

For the Accounting Branch,
a succession plan has not
been developed yet. The
Accountant V position was
established in July 2023 and
is currently in recruitment.

Cloud Risk and Security Assessment - Phase 1 Review

Finding 1 — Identity, Credential,
and Access Management controls
have not been fully established to
address cloud risk and security
post implementation.

To reduce risks, we recommend
the following:

1. Establish user access
policies, procedures,
business processes, and
technical measures for
identity, entitlement, and
access management.

1.1. Establish a policy that
documents access
requirements, role-
based access controls,
and the IAM lifecycle for
individuals accessing IT
infrastructure i.e. the
use of an access
identity tool.

1.2. Establish procedures
that ensure provisioning
of user access is

Medium

September 2022

(Revised #1 Target
Date: June 2024)

(Revised #2 Target
Date: TBD)

Outstanding — Extended
Original Target Date —

1. - 1.3. Due to the
significant number of
vacancies in the I/S branch,
Target Date is TBD for ERS
administrative governing
policies and a schedule for
the finalization of I/S policies
will follow.

1.4. Previously
completed/responded to by
I/S.

2. The policy must first be
developed in detail for these
procedures (refer to
response 1.0 of this section).
3. Previously completed.
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Issued Reports Finding Status (continued)

FINDING RECOMMENDATION RATING TARGET COMPLETION  sTATUS - PROVIDED BY

DATE(S) MANAGEMENT

authorized by the
organization's
management prior to
access being granted,
and is appropriately
restricted as
established in the
policies and
procedures.

1.3. Establish procedures
that ensure timely de-
provisioning of user
access to data,
applications,
infrastructure systems,
and network
components.

1.4. Implement a federated
identity management
solution for on-premise
and cloud environments
to avoid the use of
discrete accounts.
Consider Azure Active
Directory pass through
authentication (PTA) for
management of split
on-premise and cloud
authentication.
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FINDING RECOMMENDATION RATING TARGET COMPLETION  sTATUS - PROVIDED BY

DATE(S) MANAGEMENT

2. Perform periodic user
access reviews that verify
that the organization is
adhering to the rule of least
privilege based on job
function and that any
terminated employees who
have had access are
removed. For any identified
access violations,
remediation must be
performed and follow
established user access
policies and procedures.

2.1. Verify user access to
organization audit tools,
diagnostic and
configuration ports, and
utility programs capable
of overriding the system
is part of a periodic user
access review.

3. Evaluate access points of
high risk (remote, privileged
access) for implementation
of multi-factor authentication
requirements.
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Issued Reports Finding Status (continued)

TARGET COMPLETION

FINDING RECOMMENDATION RATING STATUS - PROVIDED BY

Finding 2 - ERS has
established patching policies
and configuration hardening
process to ensure that security
vulnerabilities are addressed.
However, enhancements are
needed to ensure that these
processes are matured for the
cloud environment, especially
for the hardening of Azure
machine images and patching
of Azure Linux systems.

We recommend the following to
enhance and help establish
patching procedures for
workstations and servers:

1. As ERS completes its Azure
data center region change
from Virginia to Arizona,
work with Microsoft to
understand their capabilities
to assist with regular
patching and vulnerability
management. Establish an
automated process to install
vendor patches on at least a
monthly basis for both
installed applications and
operating systems, including
Linux.

1.1. Evaluate solutions to
identify missing
patches/vulnerabilities
(vulnerability scanning).
Consider Azure
Defender for Servers.

1.2. Evaluate solutions to
deploy patches for the
Azure environment,
including Azure
Automation Update
Management.

Medium

DATE(S)

September 2022

(Revised #1 Target
Date: June 2024)

(Revised #2 Target
Date: TBD)

MANAGEMENT

Outstanding — Extended
Original Target Date —

1 and 2. Fiscal Year 2024,
I/S branch procured
Microsoft services to
address these items.
Pending vendor's response.

3. - 6. Due to the significant
number of vacancies in the
I/S branch, Target Date is
TBD for ERS administrative
governing policies and a
schedule for the finalization
of I/S policies will follow.
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Issued Reports Finding Status (continued)

FINDING

RECOMMENDATION

RATING TARGET COMPLETION gTATUS - PROVIDED BY

Implement or establish a
threat intelligence function to
monitor for newly announced
vulnerabilities and released
patches, and identify
mitigating steps to fill the
gap between the time a
vulnerability is announced
(known as ‘0-day’) and the
time a patch is provided by
the vendor.

Establish change control
procedures that address
emergency patching of
critical resources, and
various vulnerability
scenarios must be created to
ensure vulnerability
remediation activities are
properly documented and
reviewed by technical teams
prior to being mitigated,
validated, and closed.
Establish a formal risk
management procedure to
document unpatched
vulnerabilities (e.g. risk
acceptance sign-off by
management), complete with
tracking and periodic review.

DATE(S) MANAGEMENT

Page 28



Employees’ Retirement System

ADMINISTRATIVE & AUDIT COMMITTEE UPDATE REPORT

Issued Reports Finding Status (continued)

FINDING RECOMMENDATION RATING TARGET COMPLETION  sTATUS - PROVIDED BY

DATE(S) MANAGEMENT

5. In coordination with the
Office of Enterprise
Technology Services,
perform vulnerability scans
of the internal and external
networks of the production
environment quarterly and
non-production environment
monthly to identify known
vulnerabilities, missing
patches, and
misconfigurations.

5.1. Implement a
vulnerability
management policy
identifying timelines for
patching based on risk
level.

6. Evaluate usage of a
hardened VM image from
the Azure marketplace (e.g.
CIS).

After implementation is
complete, management should
establish procedures to monitor
any changes to parameters or
configurations that could lead to
configuration drift.
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Issued Reports Finding Status (continued)

FINDING

RECOMMENDATION

RATING

TARGET COMPLETION

STATUS - PROVIDED BY

Finding 3 — Data Security
policies are not in place to
address the labeling, handling,
and security of data and objects
that contain data. Additionally,
Encryption and Key Management
policies and procedures are not
fully established for the
management of cryptographic
keys in the service's
cryptosystem.

Finding 2 from IT Security
Rapid Assessment & Internal
Network Security Review
(Outstanding — Overdue) —
Management does not have
formal data classification policies
and procedures in place to apply
a risk-based approach towards
handling, storing and transmitting
of sensitive data other than
personal information.

ERS should establish a data
classification policy or procedure
to identify types/classes of data
and aid in handling data
appropriately. The following
should be incorporated into the
data classification policy:

= A definition of the types of
data present in the ERS
environment (e.g., PII,
member data,
sensitive/confidential).

= Data security requirements
for each type of data.
Requirements should be
documented and maintained
to give clear guidance on
how to handle various data
types (e.g., requirements for
encryption, retention,
handling, storage,
transmission, destruction).

=  Procedures should be
documented for labeling,
handling, and security of
data and objects which
contain data. Mechanisms
for label inheritance shall be
implemented for objects that

Medium

DATE(S)

September 2022

(Revised #1 Target
Date: June 2024)
(Revised #2 Target
Date: TBD)

MANAGEMENT

Outstanding — Extended
Original Target Date —

ERS initially started a data
analytics group in 2023, but
activity has been delayed
due to other competing
priorities. This group is led
by the Chief Compliance
Officer.

Due to the significant
number of vacancies in the
I/S branch, target date is
TBD for the finalization of I/S
policies.
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FINDING

RECOMMENDATION

RATING

TARGET COMPLETION

STATUS - PROVIDED BY

act as aggregate containers
for data.

Also establish an encryption and
key management policy or
procedure to ensure keys are
appropriately secured, stored,
and rotated, and additional key
management activities are
carried out. The following should
be incorporated into the
encryption and key management
policy:
= Cryptographic keys,
including TLS certificates,
used to protect access to
data and encrypt data at rest
must be rotated periodically.

Credentials and cryptographic
keys must not be embedded or
stored in source code or
distributed in public facing
repositories.

DATE(S)

MANAGEMENT

Finding 4 — Logging and
Monitoring procedures around
security events, capacity
resources, virtual machine
integrity, and network traffic have
not been fully defined.

Logging and monitoring policies
and procedures should be
established and tools should be
implemented. As ERS completes
its Azure data center region
change from Virginia to Arizona,

Medium

September 2022
(Revised #1 Target
Date: June 2024)

(Revised #2 Target
Date: TBD)

Outstanding — Extended
Original Target Date —

ERS is working with a Virtual
Chief Information Security
Officer (vCISO). Due to the
significant number of
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FINDING RECOMMENDATION RATING TARGET COMPLETION  sTATUS - PROVIDED BY
DATE(S) MANAGEMENT
Additionally, a formal periodic the following areas should be vacancies in the I/S branch,
review of logging configurations considered when working with target date is TBD for
has not been established. the vendor to implement logging implementation of SIEM /
and monitoring tools: Managed Detection and

= Any changes made to cloud Response (MDR) solution.

instances must be logged
and an alert raised
regardless of their running
state (e.g., dormant, off, or
running). The results of a
change or move of an image
and the subsequent
validation of the image's
integrity must be
immediately available to
customers through electronic
methods (e.g., portals or
alerts).

= Capacity and necessary
resources should be planned
for, measured, and
monitored to deliver the
required system
performance in accordance
with ERS expectations.

= Network environments and
virtual instances should be
designed and configured to
restrict and monitor traffic
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FINDING

RECOMMENDATION

RATING

TARGET COMPLETION

ADMINISTRATIVE & AUDIT COMMITTEE UPDATE REPORT

STATUS - PROVIDED BY

between trusted and
untrusted connections.

= Centralize the use of logging
solutions (Azure Log
Analytics and SolarWinds) to
better integrate and use the
results.

Restrict the ERS Systems
team’s access to the audit logs
appropriately (e.g., read-only).

DATE(S)

MANAGEMENT

Finding 5 — Governance and risk
management requirements for the
cloud environment have not yet
been established. Requirements
should be established based on
ERS risk profile and industry best
practices. Once requirements are
defined, compliance should be
monitored on an ongoing (at least
annual) basis.

Foundational governance and
risk management requirements
should be established to include

the following:

= Defining a Risk Management
Policy that defines how ERS
will identify, assess,
track/monitor, remediate,
and address risk.

= Regularly (at least annually)
conducting a risk
assessment. Utilize industry-
standard sources like NIST
800-30 to guide assessment
methodology.

= Document a remediation
plan (such as a Plan of
Action and Milestones —
POA&M) to address

Low

September 2022

(Revised #1 Target
Date: July 2024)
(Revised #2 Target
Date: TBD)

Outstanding — Extended
Original Target Date —

The I/S branch is still dealing
with staff shortages. Due to
the current staff shortages,
ERS' priorities and current
projects, this finding will be
delayed. A new Target Date
will be established once I/S
has the resources to work on
this. New Target Date is
TBD.
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FINDING

RECOMMENDATION

RATING

TARGET COMPLETION

DATE(S)

STATUS - PROVIDED BY

identified risks. Regularly
discuss with leadership on
milestones and current risk
register status.

In addition, we recommend ERS
work with their vendors to find a
mutually agreed upon external
time source that is used to
synchronize the system clocks of
all relevant information
processing systems to facilitate
tracing and reconstitution of
activity timelines.

We also recommend the IS
branch work with the
Procurement department to track
data outages and determine
thresholds where ERS may be
eligible for financial
compensation.

MANAGEMENT

Employer Communication & Reporting Review

Finding 2 — The ERS needs
more employer-specific reference
instructional materials (manuals
or user guides) and training
opportunities available to its

The ERS should create
employer reference manuals,
user guides, and/or instructional
videos for its employer agencies
and departments.

Medium

December 2023

(Revised #1 Target
Date: December 2024)

Cleared —
The ERS Employer

Reporting team released two

memos since the last

update. In October 2023,
released and posted the
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FINDING

RECOMMENDATION

RATING

TARGET COMPLETION

DATE(S)

STATUS - PROVIDED BY
MANAGEMENT

employer agencies and
departments to ensure

employer reporting of required
information in work reports, class
codes, and personnel
transactions are accurate and
reported in the correct format.

Additionally, the ERS should
hold trainings with employers on
a more frequent basis (more
than annually). These trainings
should focus on specific subjects
or areas instead of providing
broad information on multiple
employer-related areas.

Key areas covered by
instructional materials and
training should include, at a
minimum:

e A general introduction to
employers which includes
their responsibilities related
to membership, enrollment,
reporting, member
retirement, and death
claims.

e Reporting training or
instructions on how to
properly report
compensation, contributions,
and member data to the
ERS.

o Training should be
for employees with
the responsibility for

baseline requirements for
payroll and personnel that
will be used during the
review and evaluation period
beginning in July 2024. In
April 2024, released and
posted a memo regarding
the role of recurring
differentials in calculating
excess pension costs which
provided examples of both
recurring and non-recurring
differentials. The Employer
Reporting team met with
individual employers for
training and ERS
educational purposes in April
& May 2024.

Employer Reporting section
of the ERS website
continues to be the main
resource for employers.
Updates to the “Employers”
section include updates to:

Employers Forms - Updated
with PIF layout and included
forms required to be
submitted by Employers.
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FINDING

RECOMMENDATION

RATING

TARGET COMPLETION

STATUS - PROVIDED BY

reporting member
information and
data.

Employer tasks and
responsibilities when
determining employee
pension benefit eligibility and
enrolling its employees for
ERS Membership. This
should also include
instructions on class code
reporting.

DATE(S)

MANAGEMENT

Payroll and Personnel
Reporting - Updated the
pages with the information
issued in the October 2023
memo.

Enroliment - Updated the
page to provide more
information to employers on
the ERRS enroliment
process. Centralized
enrollment forms, brochures,
group & class code tables,
and retiree return-to-work
info.

Termination & Retirement -
Created a new page to
provide employers
information on the
termination and retirement
process. Explains what is to
be provided by employers
and compiled brochures &
videos for employers to
provide to employees.

Employee-Employer
Settlement Agreements -
Created a new page to
provide employers
information on the claims
process for certifying
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FINDING

RECOMMENDATION

RATING

TARGET COMPLETION

STATUS - PROVIDED BY

DATE(S)

MANAGEMENT

retroactive service and
compensation restored
pursuant to a Final
Resolution of Claims.

Finding 3 — Work report
processing procedures are not
detailed enough and do not
capture the unique, detailed steps
required when reviewing and
processing reports for a specific
employer agency. Work Reports
Team staff are also not currently
cross-trained to process and
review an employer agency or
department they are currently not
assigned to.

IA recommends that each Work
Reports Team staff have formal,
consistent procedures, and
sufficient detail to document how
they address their assigned
employer's issues and
complexities in their review and
processing of Work Reports.

The Work Reports Team should
develop a plan or schedule to
ensure that the staff are able to
cross train each other on their
assigned employers and review
files by using the procedures
noted above.

Low

December 2023

(Revised #1 Target
Date: December 2024)

Outstanding — Extended
Original Target Date —
Accounting is currently
working with KMH on the
audit criteria and procedures
to review payroll reporting
from employers for
compliance with Act 87
requirements that are
effective in July 2024.

Further, there is increased
workload in payroll
adjustments reported by
employers (such as hazard
pay, servicemen's act, salary
adjustments and class code
corrections). Accounting is
also working with employers
on implementing their
system changes. Completing
these objectives has been
negatively impacted by the
staff vacancy since October
2022.
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STATUS - PROVIDED BY

Cloud Risk and Security Assessment — Phase 2

DATE(S)

MANAGEMENT

Finding 1 — Third-Party Risk
Management

ERS has not defined a process to
assess and monitor third parties
and vendors. Therefore, ERS
does not perform periodic
reassessments of third parties
and vendors that have access to
transmit or process the
organization’s data.

IA recommends that
management address the above
finding in the following ways:

1. Publish, finalize and
disseminate the third-party
risk management policy.
Additionally, the policy
should be reviewed at least
annually.

2. Develop a formal third-party
risk management program to
provide critical insight into
the effectiveness of third-
party security controls.

High

August 2024

(Revised #1 Target
Date: TBD)

Outstanding — Not
Overdue -

Pending procurement of the
Enterprise Risk
Management, Audit, and
Policy software by the Chief
Compliance Officer, but
activity has been delayed
due to other competing
priorities.

1. Upon completion of
procurement, I/S to work
with ERS' Chief Compliance
Officer, AG, and
Administration to develop a
third-party risk management
policy.

2. Upon completion of
procurement, I/S to work
with ERS' Chief Compliance
Officer to look into obtaining
services to assist ERS in
developing a third-party risk
management program as we
do not have the expertise
and/or resources necessary.

Due to the significant
number of vacancies in the
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FINDING

RECOMMENDATION

RATING

TARGET COMPLETION

STATUS - PROVIDED BY

DATE(S)

MANAGEMENT

I/S branch. Target Date is
TBD for I/S.

Finding 2 — Threat and
Vulnerability Management
ERS has not defined a service-
level agreement (SLA) for
vulnerability patching. As a result,
there may be high-risk
vulnerabilities that are not
patched in a timely manner. Our
technical review of in-scope
systems noted that patching was
being conducted ad hoc and was
not consistently performed on a
monthly basis. Unpatched
vulnerabilities can carry a
significant risk and present
attackers with additional time to
exploit vulnerabilities.

IA recommends that
management address the above
finding in the following ways:

1. Define a vulnerability SLA
for vulnerability patching for
all known vulnerabilities
based on achievability and
the organization’s risk
appetite.

2. Continue to work with
Microsoft to conduct an
Azure penetration test, and
remediate any vulnerabilities
identified in a timely manner.
Additionally, perform
penetration tests at least
annually, or upon significant
changes to any public-facing
connectivity channels.

High

June 2023, December
2023

(Revised #1 Target
Dates: June 2023,
December 2023, and
December 2024)
(Revised #2 Target
Dates: December 2024
and TBD)

(Revised #3 Target
Date: December 2025)

(Revised #4 Target
Date: TBD)

Outstanding — Overdue —

1. ERS is working with a
Virtual Chief Information
Security Officer (vCISO).
Due to the significant
number of vacancies in the
I/S branch. Target Date is
TBD.

2. Itis ERS’ goal to perform
annual penetration tests.
ERS completed a
Cybersecurity Operations
Security Test in April 2023,
as the penetration test was
not an option due to
resources, costs and
procurement. Due to the
significant number of
vacancies in the I/S branch,
the ETA to complete a
penetration test is December
31, 2025, this date is subject
to change.
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FINDING

RECOMMENDATION

RATING

TARGET COMPLETION

STATUS - PROVIDED BY

3. Document, develop, and
deploy a golden image for
Windows servers to ensure
that the operating system is
hardened and baseline
controls are implemented.

DATE(S)

MANAGEMENT

3. Fiscal Year 2024, 1/S
branch procured Microsoft
services to address these
items. Pending vendor's
response.

Finding 3 — Logging and
Monitoring

ERS utilizes Azure Log Analytics
to collect logs for the Azure
environment; however, ERS has
not defined alerts or a regular log
review process to identify and
notify security personnel of
potential threats.

IA recommends that
management address the above
finding in the following ways:

1. Publish, finalize and
disseminate the logging and
monitoring policy.
Additionally, review the data
classification policy at least
annually.

2. Develop a capital and
resource plan to project
future cloud capacity
requirements as the
organization continues to
transition from on-premise to
the cloud. Additionally,
review this plan at least

High

December 2023,
October 2023, and June
2024

(Revised #1 Target
Date: June 2024 and
TBD)

(Revised #2 Target
Date: TBD)

Outstanding — Extended
Original Target Date —

1. This task is assigned to
the Chief Compliance
Officer, who is in the process
of procuring a data
classification application
software. He will work in
collaboration with the I/S
branch to implement and
manage.

2.-4. Fiscal Year 2024, I/S
branch procured Microsoft
services to address these
items. Pending vendor's
response. Due to the
significant number of
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FINDING

RECOMMENDATION

RATING

TARGET COMPLETION

STATUS - PROVIDED BY

annually or upon any
changes.

Configure Azure Monitor to
alert security personnel
based on defined metrics
indicating risks beyond an
established threshold.

Any changes made to cloud
instances should generate
an alert regardless of the
running state (e.g., dormant,
off or running). The results of
a change or move of an
image and the subsequent
validation of the image’s
integrity must be
immediately available to
members through electronic
methods (e.g., portals or
alerts).

Use an Azure NSG to filter
network traffic between
Azure resources in an Azure
virtual network. NSGs
should not be open to all IP
address ranges, as this is
not best practice. ERS
should set the appropriate

DATE(S)

MANAGEMENT

vacancies in the I/S branch.
Target Date is TBD for
implementation.

5. Fiscal Year 2024, I/S
branch procured Networking
services to Monitor and
Detect. I/S branch will need
to work with ETS and vendor
to address. Due to the
significant number of
vacancies in the I/S branch.
Target Date is TBD for
implementation.
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FINDING

RECOMMENDATION

RATING

TARGET COMPLETION

DATE(S)

STATUS - PROVIDED BY
MANAGEMENT

inbound rules. Also, enable
Traffic Analytics. Traffic
Analytics is an Azure-native
solution that enables clients
to receive insights about the
Azure virtual network flows.

Finding 4 — Identity and Access
Management

Procedures and controls
surrounding user access have
been established for ensuring
appropriate identity, entitlement
and access management of all
users with access to data and
application interfaces; however,
these procedures have not been
finalized, published or
disseminated, and user access
reviews are not being conducted
on a periodic basis. Additionally,
an on-premises domain controller
is utilized, and a contingency plan
has not been evaluated to allow
uninterrupted user access in the
case of a natural disaster. Lastly,
storage accounts have not been
configured to restrict access

IA recommends that
management address the above
finding in the following ways:

1. Publish, finalize and
disseminate the identity and
access management policy.
Additionally, the policy
should be reviewed at least
annually.

2. Implement semiannual
access reviews to ensure
that all access is appropriate
and access that is no longer
needed is removed.
Additionally, review user
access when users resign,
are terminated, change roles
and/or no longer need the
authorization to carry out
duties for any other reason.

High

June 2023, September
2023, and June 2024
(Revised #1 Target
Date: June 2024 and
TBD)

(Revised Date #2 Target
Date: TBD)

Outstanding — Extended
Original Target Date —

1. - 3. Due to the recent staff
turnover and current
vacancies in the I/S branch,
this has been put on hold.
Target Date is TBD.

4. ERS will work with our
vendors to ensure that
storage accounts are
restricted by network access
using virtual network rules
and set up a private link
connection for ERS storage
accounts. ERS has regional
failover. I/S will work with our
vendor to develop a plan
and test the regional failover
to ensure that data is
durable in the case of a
complete regional outage or
a disaster in which the
primary region is not
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FINDING RECOMMENDATION RATING TARGET COMPLETION  sTATUS - PROVIDED BY
DATE(S) MANAGEMENT
3. Consider moving from Active recoverable. Due to the
Directory to Azure Active significant number of
Directory to provide vacancies in the I/S branch.

Target Date is TBD for

continuous availability in the ) |
implementation.

event of equipment failure.

4. Ensure that storage
accounts restrict network
access using virtual network
rules and set up a private
link connection for your
storage accounts.
Additionally, ensure that
data is durable in the case of
a complete regional outage
or a disaster in which the
primary region is not
recoverable.
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ADMINISTRATIVE & AUDIT COMMITTEE UPDATE REPORT

Issued Reports Finding Status (continued)

FINDING

RECOMMENDATION

RATING

TARGET COMPLETION

STATUS - PROVIDED BY

Finding 5 — Data Security and
Privacy Life Cycle Management
Although ERS maintains a
comprehensive backup strategy
for Azure cloud, ERS has yet to
fully operationalize data security
and privacy life cycle
management controls, resulting in
a lack of data understanding and
ownership and indicators of
encryption and data security
weaknesses.

IA recommends that
management address the above
finding in the following ways:

1. Publish, finalize and
disseminate the data
classification policy.
Additionally, the policy
should be reviewed at least
annually.

2. Establish an encryption and
key management policy or
procedure to ensure that
keys are appropriately
secured, stored and rotated,
and additional key
management activities are
carried out.

3. Update network and data
flow diagrams annually or
upon any changes to the
environment that would
impact such diagrams to
ensure that they are current
and up to date.

4. As ERS continues to migrate
servers that are still on-
premises over to Azure
cloud, a data responsibility
matrix should be developed
to define data owners and

Medium

DATE(S)

September 2023 and
June 2025

(Revised #1 Target
Date: June 2025 and
TBD)

MANAGEMENT

Outstanding — Extended
Original Target Date —

1. I/S will work with the ERS
Chief Compliance Officer,
Administration, procurement
and AG to finalize and
disseminate the data
classification policy.
Estimated completion date:
June 30, 2025

2.,3., 5., and 6. Due to the
recent staff turnover and
current vacancies in the I/S
branch, this has been put on
hold. Target Date is TBD.

4. 1/S will work with the ERS
Chief Compliance Officer,
Branch Chiefs &
Administration to develop a
data responsibility matrix.
Estimated completion date:
June 30, 2025
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FINDING RECOMMENDATION RATING TARGET COMPLETION  sTATUS - PROVIDED BY

DATE(S) MANAGEMENT

the data records for which
they are responsible for.

5. Enable “Adaptive application
controls for defining safe
applications” on the virtual
machines.

6. ERS should enable Purge
Protection and Soft Delete.
Purge Protection and Soft
Delete are features that
safeguard against losing key
access.
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HAWAL1 ADMINISTRATIVE RULES
TITLE 6
DEPARTMENT OF BUDGET AND FINANCE
EMPLOYEES® RETIREMENT SYSTEM
CHAPTER 24

ELECTION OF MEMBERS AND RETIRANT OF THE SYSTEM
TO THE BOARD OF TRUSTEES

86-24-1  Definitions

86-24-2 Candidates proposed by employee
organizations or retirant organizations

86-24-3  Other candidates

8§6-24-4  Contents of ballots

86-24-4 _0l1lElectronic voting authorized

86-24-5 Mailing of ballots

8§6-24-6  Return of ballots

86-24-7 Non-receipt of ballots; spoiled ballots;
new ballots

86-24-8 Election committee

86-24-9 Opening and tallying of ballots

8§6-24-10 Declaration of election

86-24-11 Ballots to be held for thirty days

86-24-12 Computation of time

Historical Note: This chapter is based substantially
on Rule covering the Election of Members of the System
to the Board of Trustees. [Eff. 11/5/71; am 5/26/77; R
11/9/81]

86-24-1 Definitions. Definitions generally
applicable to this chapter are also provided iIn
section 88-21, HRS, and section 6-20-1. As used 1iIn
this chapter:
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“Alternate ldentifier” means a unique system-
generated number assigned to members and retirees of
the system.

“Employee organization” means an organization
classified as an employee organization under section
89-2 HRS.

“General employee” means a member who is an
employee of the State or a county, including police
officers and firefighters but excluding teachers.

“General employee organization” means an
organization which 1s comprised principally of members
who are general employees.

“General employee-trustee” means a trustee who 1s
classified as a general employee.

“Retirant organization” means an organization
which 1s comprised principally of retirants.

“Retirant-trustee” means a trustee who 1is
included in the definition of a retirant.

“Teacher” means a member classified as a teacher
under section 88-102, HRS; a teacher or an educational
officer certified as a teacher by the department of
education, and includes a dean, professor, instructor,
and lecturer of the University of Hawaii and the
community college system.

“Teacher-trustee” means a trustee who i1s included
in the definition of a teacher. [Eff 11/9/81; am and
comp 2/9/89; am and comp 7/10/95; am and comp
11/26/09; am and comp ] (Auth: HRS
8§888-24, 88-28) (Imp: HRS 888-24)

86-24-2 Candidates proposed by employee
organizations or retirant organizations. (a) Each of
the general employee organizations, if the election is
for a general employee-trustee; each of the teacher
organizations, if the election is for a teacher-
trustee; the above mentioned organizations and
retirant organizations, It the election i1s for a
retirant-trustee; shall be invited to submit a list of
candidates whose names the organization desires to
have on the ballot, together with brief resumes of
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their qualifications. The resume of each candidate
shall contain not more than one hundred words,
inclusive of the candidate’s name.

(b) The list of candidates must be received by
the system at i1ts Honolulu office, by 4:30 p.m., no
later than sixty days from the date the system posts
or circulates the notice to submit a list of
candidates. Any list of candidates received after the
sixtieth day shall not be considered. [Eff 11/9/81; am
and comp 2/9/89; am and comp 7/10/95; am and comp
11/26/09; comp ] (Auth: HRS 8§888-24,
88-28)(Imp: HRS 8§88-24)

86-24-3 Other candidates. Any member or retirant
who has not been proposed as a candidate by an
employee or retirant organization, as the case may be,
and who desires to be a candidate for election to the
board may have the member’s or retirant’s name placed
on the ballot by submitting a petition to the board,
it the following conditions are met:

(1) The petitioner shall be a general employee

ifT the election i1s for a general employee-
trustee; a teacher, i1f the election is for a
teacher-trustee; or a retirant, if the
election is for a retirant-trustee;

(2) The petition shall be certified by the
petitioner and shall be accompanied by the
signatures of at least one hundred members
or retirants of the system who desire to
have the petitioner’s name on the ballot.
The signatures shall be obtained on a form
provided by the system. For identification
and member or retirant verification
purposes, the signatures shall be

accompanied by [thelastFfour—digits—of] the

member’s or retirant’s [social-security
aumbers ] current mailing address, [and]

current or former employing agency [ef—each
certified by the petitioner;], and either:
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(A) The last four digits of the member’s or
retirant’s social security number;
(B) The member’s or retirant’s Alternate
Identifier; or
(C) The member’s or retirant’s month and
day of birth;
(3) The petition must be received by the system
at its Honolulu office (together with a
resume of the qualifications of the
petitioner containing not more than one
hundred words, inclusive of the petitioner’s
name) no later than 4:30 p.m. sixty days
from the date the notice to submit petition
i1s published; and
(4) The system shall verify the petitioner’s
status as a member or retirant of the
system, as the case may be, and the
signatures and status as a member or
retirant of the system, as the case may be,
of at least one hundred of the persons
signing the petition.
The system shall notify the public of the opportunity
to petition the board to have a member’s or retirant’s
name placed on the ballot by publishing a notice to
submit petition [shall-bepublished] 1In a newspaper of
general circulation in the State. The notice shall
announce the forthcoming election[5] and shall contain
other information as appropriate. [Eff 11/9/81; am and
comp 2/9/89; am and comp 7/10/95; am and comp
11/26/09; am and comp ] (Auth: HRS
8§888-24, 88-28) (Imp: HRS 888-24)

86-24-4 Contents of ballots. The ballot shall:

(1) List in alphabetical sequence the names of
the candidates; and

(2) Contain a resume of their qualifications
containing not more than one hundred words,
inclusive of the candidate’s name[s—er—the

gualifications—of each-candidate]. [ETT
11/9/81; am and comp 2/9/89; am and comp
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7/10/95; am and comp 11/26/09; am and comp
1 (Auth: HRS §888-24, 88-28)
(Imp: HRS 888-24)

86-24-4_.01 Electronic voting authorized. (a) The
system may use electronic means to allow members and
retirants to vote. The [administrater] executive
director may implement and maintain the electronic
voting system, or the board may appoint an independent
electronic balloting service that specializes in the
solicitation and compilation of ballots for government
entities through electronic means, for the purpose of
performing some or all of the functions iIn connection
with electronic voting.

(b) 1T electronic voting is used, electronic
ballots shall be sent, received, and maintained in a
manner substantially equivalent to the manner in which
paper ballots are sent, received, and maintained. The
[admindistrator] executive director or the independent
balloting agent, whichever implements the electronic
voting system, shall maintain and ensure the integrity
and security of the electronic voting system. [Eff and
comp 11/26/09; am and comp 1 (Auth:
HRS §888-24, 88-28) (Imp: HRS 888-24)

86-24-5 Mailing of ballots. (a) For printed
ballots, a ballot shall be mailed to each member and
retirant together with a postage guaranteed return
envelope, between [September] July 1 and [Becember]
October 1 of the calendar year preceding the year in
which the term of an elected trustee expires; provided
that 1f a vacancy occurs for the unexpired term of a
trustee, the board shall determine whether to fill the
vacancy by appointment or election and 1If by election,
the dates for the mailing of ballots.

(b) The system shall maintain a listing of the
names and mailing addresses of all members and
retirants to whom ballots were sent. [Eff 11/9/81; am
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and comp 2/9/89 and comp 7/10/95; am and comp
11/26/09; am and comp ] (Auth: HRS
§888-24, 88-28) (Imp: HRS 888-24)

86-24-6 Return of ballots. (a) For printed
ballots, members and retirants shall have at least
fifteen days from the date of the mailing of the
ballot within which to return the ballot to the system
or independent balloting agent as the case may be. The
postmark date on the return envelope shall determine
whether the envelope has been returned within the
prescribed period. The system, or independent
balloting agent as the case may be, shall date stamp
all envelopes which are hand-delivered, or which are
not post-marked, or which are received [by—the-systen]
after the last day for the return of ballots.

(b) All ballots received after the time
prescribed for the return of ballots shall be kept
separately by the system or the independent balloting
agent as the case may be, for inspection and
disposition by the election committee.

(c) The system, or independent balloting agent as
the case may be, shall maintain a daily record of the
number of ballots received. Printed ballots shall be
kept sealed and locked in boxes until the day for the
tallying of ballots. [Eff 11/9/81; am and comp 2/9/89;
am and comp 7/10/95; am and comp 11/26/09; am and comp

1 (Auth: HRS 8888-24, 88-28) (Imp:

HRS §88-24)

86-24-7 Non-receipt of ballots; spoiled ballots;
new ballots. (a) Any member or retirant who claims not
to have received a paper or electronic ballot shall be
issued a new ballot through paper or electronic means,
iT the records indicate that no ballot was sent to the
member or retirant, the ballot was sent to the wrong
mailing address, or the member or retirant was not
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able to access the electronic ballot, through no fault
of the member or retirant; provided that if the ballot
was sent to the wrong mailing address, a reasonable
time shall elapse to permit return of the ballot
before the issuance of a new ballot. If the records
indicate that the ballot was sent to the proper
mailing address, a new ballot shall be issued if the
member or retirant shall file a written statement, or
by other prescribed and approved means, to
certify[#ng] that the member or retirant did not
receive the ballot.

(b) A member or retirant who has spoiled a ballot
may request a new ballot which shall be issued only
upon the receipt of the spoiled ballot by the system
or the independent balloting agent as the case may be.

(c) The system, or the independent balloting
agent as the case may be, shall keep a record of all
ballots issued under the provisions of this section.
[Eff 11/9/81; comp 2/9/89; am and comp 7/10/95; am and
comp 11/26/09; am and comp 1 (Auth:
HRS §888-24, 88-28) (Imp: HRS 8888-24)

86-24-8 Election committee. The system shall
appoint an election committee of three members who
shall be recommended by employee and retirant
organizations. The committee shall supervise the
opening and tallying of ballots and shall, upon
completion of the tally, certify to the board of
trustees the results of the election. [Eff 11/9/81;
comp 2/9/89; am and comp 7/10/95; comp 11/26/09; comp

1 (Auth: HRS 8888-24, 88-28) (Imp:
HRS 888-24)

86-24-9 Opening and tallying of ballots. (a) The
system, or independent balloting agent as the case may
be, shall tally the ballots no earlier than four days
after the last day for the return of ballots by mail.
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(b) Ballots shall be opened and tallied under the
supervision of the election committee. Electronic
ballots may be opened and tallied by an independent
electronic balloting [service] agent under the
supervision of the election committee.

(c) Any ballot containing more than the number of
votes permitted by the instructions on the ballot and
any ballot containing any erasure shall be invalid.
The election committee shall be the sole judge as to
the validity of any other questionable ballot. [Eff
11/9/81; am and comp 2/9/89; am 1/29/90; am and comp
7/10/95; am and comp 11/26/09; am and comp

1 (Auth: HRS 8888-24, 88-28) (Imp: HRS
§88-24)

86-24-10 Declaration of election. Upon receipt of
the certified results of the election from the
election committee, the board of trustees shall
declare as elected the person (or persons, if there is
more than one trustee to be elected) receiving the
highest number of votes. [Eff 11/9/81; comp 2/9/89;
comp 7/10/95; comp 11/26/09; comp 1
(Auth: HRS 8888-24, 88-28) (Imp: HRS 888-24)

86-24-11 Ballots to be held for thirty days. All
ballots which have been tallied shall be held by the
system or independent balloting agent as the case may
be, for a period of at least thirty days following the
day when the successful candidate or candidates take
office. IT there are no questions raised as to the
results of the election, the system or independent
balloting agent as the case may be, may then destroy
the ballots. [Eff 11/9/81; comp 2/9/89; am and comp
7/10/95; comp 11/26/09; am and comp

1 (Auth: HRS 8§888-24, 88-28) (Imp: HRS 888-24)
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8§6-24-12 Computation of time. In computing any
period of time prescribed or allowed by this chapter,
or any order of the board, the day of the act, event,
or default after which the designated period of time
is to run shall not be included. The last day of the
period shall be included unless it is a Saturday,
Sunday, or legal holiday in the State, In which event
the period of time runs until the end of the next day
which is neither a Saturday, Sunday, nor legal
holiday. Intermediate Saturdays, Sundays, or legal
holidays shall not be include i1n the computation when
the period of time prescribed or allowed iIs seven days
or less. A half-holiday shall not be considered a
holiday for purposes of these computations. All
references in this chapter to days shall mean calendar
days, unless otherwise expressed. [Eff 11/9/81; comp
2/9/89; am and comp 7/10/95; am and comp 11/26/09; am
and comp 1 (Auth: HRS 888-28) (Imp:
HRS §888-24, 88-28)
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Executive Summary:

This is the CCO’s quarterly update. Report is being presented for Committee’s awareness & di

AN I /
-(O- Key Highlights

Compliance Activities Completed: Compliance Charter, BCP’s, Crisis Communication Plan.
Compliance Opportunities:

- VCISO & IT - IT security, strategic planning, tech and vendor acquisition, strategic planning
(Cyber Risk Mgmt, Identity Mgmt, Network & System Security, Vendor Risk Mgmt, Security
Incident Reporting, IRP);

Accounting - Procurement and Contract Management, Vendor Related Policies;
Procurement - GRC Platform, ERM Assessment;

Employer Reporting - Compliance and Reporting, Audit Plan, Audit Support;
Compliance - Code of Ethics & Business Conduct, Record Retention & Disposition, ERM.

Next Steps

Compliance will support branch operational activities and align compliance program
implementation activities.

Work will continue to support ERS’ goal of responsible governance by assisting business
units with developing and implementing priority policies and goals.

Compliance Program
Update | 2



ERS Compliance Program

STRATEGY: Compliance is central to ERS’ strategic planning;
. Using tools, strategies, data and stakeholders to make organizational decisions
Strategic planning supported by Data.
Risk activities are aligned with system objectives and Board perspectives and incorporated into specific business unit objectives.
. RISK MANAGEMENT: All risks are identified, owned, managed and mitigated;
. Business Units Know & Own Risks
Policies & Procedures development.

Risk ownership & strategy

Risk-enabled decisions & processes
. CULTURE: Leaders at all levels across the organization build and sustain a culture of integrity & risk governance and management;
. Build Risk Culture
. Continuing the Development of Organizational Policies & Procedures.
. Education & Training.
o SPEAKING UP: The organization encourages, protects and values reporting of concerns and suspected wrongdoing; and
. Investigations.

«  ACCOUNTABILITY: ERS and its various business functions take action and holds itself accountable to effective risk management and
open and upward communication, sharing of knowledge and best practices, continuous process improvement and a strong commitment to
ethical and responsible business behavior.

. Discipline & Enforcement.

Compliance Program
Update | 3




Next Steps:

 ldentify, Assess potential
Financial, Legal, Strategic &

« Ensures ERS’ branch
policies, processes and o Security Risks and

activities are aligned to _
t izational VERER O pportunities
support organizational gaefol/={gyF:a[e!:! (System of people,

l Ethics, Resource processes, and
Strateglc goaIS. ( Management technology that
_ : line objectives up

Accountability & with values and
Mgmt. Controls) risk)

Balance interest of all ERS Eth | CS&

stakeholders, including BOT, Com pl iance

executive mgmt., employees, Svst P&P’ d
members, and third-parties. (Sys etmsl S Ian Assess, plan and make risk-
con I’(_) S comply informed decisions to achieve
w/applicable laws, system strategic objectives and

regulations, industry goals and monitor ERS’ risk profile
standards, and on an ongoing basis.

contracts governing

Understand what areas pose the
greatest risk, focus resources on
those areas and work with
stakeholders to improve processes
and outcomes.

Measure, monitor and track to
ensure conformity, integrating
internal and external ethics and
compliance across the

organization.

Compliance Program
Next Steps | 4




MINUTES OF THE MEETING OF THE
ADMINISTRATIVE AND AUDIT COMMITTEE OF THE BOARD OF TRUSTEES OF THE
EMPLOYEES’ RETIREMENT SYSTEM OF THE STATE OF HAWAII

MARCH 4, 2024

CITY FINANCIAL TOWER
201 MERCHANT STREET, SUITE 1200
HONOLULU, HAWAII 96813

Trustees present: Dr. Catherine Chan, Chair*
(City Financial Tower Mr. Vincent Barfield, Vice Chair*
by teleconference) Dr. Genevieve Ley*
Trustee absent: Mr. Luis Salaveria
Staff present: Mr. Thomas Williams, Executive Director*
(City Financial Tower Ms. Kanoe Margol, Deputy Executive Director*
by teleconference) Mr. Kona Mann, Chief Compliance Officer*

Mr. Bart Asato, Program Specialist*

Mr. James Greubel, Program Specialist*

Ms. Shanna Sakagawa, Program Specialist*
Ms. Kristin Varela, Chief Investment Officer*
Ms. Dale Kehau Kanae, Recording Secretary*
Ms. Lori Kim, Secretary

Ms. Andrea Gasper, Secretary*

Attorneys present: Ms. Jenny Nakamoto, Deputy Attorney General*

(by teleconference) Ms. Lori Tanigawa, Deputy Attorney General*
Ms. Elmira Tsang, Deputy Attorney General*
Ms. Diane Wong, Deputy Attorney General*

Guests present: Mr. Peter Hanashiro, KMH LLP
(by teleconference) Mr. Tyson Suehiro, KMH LLP
Mr. Alfred Ko, RSM US LLP

*Attended Executive Session

QUORUM/CALL TO ORDER A quorum being present (Chair Chan, Vice Chair Barfield, and Trustee
Ley), Chair Chan called the meeting of the Administrative and Audit
Committee (Committee) of the Board of Trustees (Board) of the
Employees’ Retirement System of the State of Hawaii (ERS) to order
at 2:00 p.m. and identified the Trustees present and had them confirm
that they are the only ones present at their remote location and that no
one else was able to listen in on their teleconference while attending
the meeting.

On a motion made by Trustee Ley, seconded by Vice Chair Barfield,
and unanimously carried, the Committee voted to hold a meeting
allowing Trustees and members of the public to participate by
interactive conference technology, pursuant to the HRS §92-3.7, with
at least one meeting location open to the public that has audiovisual
connection.

PUBLIC COMMENT Chair Chan called for public comment. There was no public present
by teleconference or in person, therefore, no public comment. There
was also no written public testimony received for this Committee
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KMH LLP’S 2024 INTERNAL
AUDIT REPORT

UPDATES TO THE HAWAII
ADMINISTRATIVE RULES
86-24, ELECTION OF
MEMBERS AND RETIRANT
OF THE SYSTEM TO THE
BOARD OF TRUSTEES
GOVERNING THE ELECTED
TRUSTEES NOMINATION
PROCESS; FOR APPROPRIATE

meeting.

KMH LLP’s Peter Hanashiro and Tyson Suehiro attended the meeting
in person and RSM US LLP’s Alfred Ko attended the meeting by
teleconference and presented an oral and written report to the
Committee on a review of KMH LLP’s 2024 Internal Audit Report
and discussed in summary:

EXECUTIVE SUMMARY

Administrative and Other Matters

Status on Current Projects

e Risk Assessment Refresh & 2024 Internal Audit Plan Update

e Business Continuity Plan — Crisis Communication Plan

Development

e Member Enrollment & Re-Enrollment Review

e Continuous Monitoring Tool Development — Part 1

INTERNAL AUDIT PLAN UPDATE PROCESS

Overview

e 2023 Added Auditable Areas

e 2023 Adjusted Risk Ratings

e Audit Plan Development

e 2024 Internal Audit Plan Summary

PROPOSED INTERNAL AUDIT PLAN —JAN 1, 2024, THROUGH
DEC 31, 2024

2023 INTERNAL AUDIT PLAN RESULTS SUMMARY

MANAGEMENT ACTION DASHBOARD

The Committee requested that KMH LLP include in the Business
Continuity Plan exercises to be done annually by ERS to test the Plan.
KMH LLP will work with ERS staff and keep the Committee and
Board informed.

The Committee also requested that delayed and unresolved high-risk
items identified in the report continue to be ERS staff’s top priority
and that specific measures being taken are clearly documented to
ensure the Committee and the Board that everything possible is being
done to resolve the issues. ED Williams replied that the ERS staff will
continue to work diligently, as a top priority with KMH LLP and RSM
US LLP, on any delayed and unresolved high-risk items identified in
the Plan and will clearly document any proactive measures, resources,
and any tools used to resolve the issues.

On a motion made by Vice Chair Barfield, seconded by Trustee Ley,
and unanimously carried, the Committee accepted KMH LLP’s 2024
Internal Audit Report and will be presenting it to the Board for their
approval at the next Board meeting of March 11, 2024,

Deputy Executive Director (DED) Kanoe Margol and Program
Specialist (PS) Bart Asato presented an oral and written report to the
Committee and discussed the Updates to the Hawaii Administrative
Rules §6-24, Election of Members and Retirant of the System to the
Board of Trustees Governing the Elected Trustees Nomination
Process.

DED Margol gave a brief recap to the Committee that at previous
Board meetings and at the last Committee meeting, it was requested
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that ERS staff update the Hawaii Administrative Rules (HAR) to
include additional alternative identification other than the last 4-digits
of a members’ social security number to be used on the candidate
petition form. DED Margol further stated that the Committee also
requested ERS staff research services for electronic voting.

PS Asato updated the Committee on options for alternate identification
such as ERS alternate identification, and month and day of birth, or
both. These would be in addition to other requirements for
members/retirant verification, which would remain: name, current
mailing address, and current or former employer. ERS staff
recommended adding the two options of ERS alternate identification,
and month and day of birth. PS Asato also mentioned to the
Committee that the process for updating the HAR could take anywhere
from six months to a year from start to finish.

The Committee requested an additional option as an identifier,
employee identification number, however, ERS staff agreed to
consider it only if the information is readily available within the ERS
system.

The Committee also requested updating the section regarding
publishing the notice to submit a petition by adding other means of
advertisement such as social media.

On a motion made by Trustee Ley, seconded by Vice Chair Barfield,
and unanimously carried, the Committee accepted and requested that
ERS staff move forward with updating the Hawaii Administrative
Rules to include options of alternate identification by adding ERS
alternate identification, month and day of birth, and if available within
the ERS system, employee identification number. The Committee
further requested including additional means of advertisement such as
social media as it relates to publishing the notice to submit a petition.

PS Asato further updated the Committee on electronic voting stating
that ERS staff is requesting meetings with vendors and that
procurement of a vendor through the state procurement process
typically takes at minimum of six months. ERS staff will continue to
proceed and report back to the Committee with further updates.

On a motion made by Vice Chair Barfield, seconded by Trustee Ley,
and unanimously carried, the Committee approved the minutes of the
January 31, 2024, meeting as presented.

Chair Chan called for public comment. There was no public present
by teleconference or in person, therefore, no public comment.

(Chair Chan identified attendees of the Executive Session, Committee
members Chair Chan, Vice Chair Barfield, and Trustee Ley, and ERS
staff, Executive Director Thomas Williams, Deputy Executive Director
Kanoe Margol, Chief Investment Officer Kristin Varela, Chief
Compliance Officer Kona Mann, Program Specialists Bart Asato,
James Greubel, and Shanna Sakagawa, Recording Secretary Dale
Kehau Kanae and Secretaries Andrea Gasper and Lori Kim; Deputy
Attorneys General Jenny Nakamoto, Lori Tanigawa, Elmira Tsang,
and Diane Wong.

Chair Chan provided the reason to enter into Executive Session:
3
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Executive Session, pursuant to HRS §92-5(a)(8), to deliberate
and make a decision on the approval of Executive Session
Minutes which are confidential under State law.)

On a motion made by Trustee Ley, seconded by Vice Chair Barfield,
and unanimously carried, the Committee entered into Executive
Session at 3:05 p.m.

(Chair Chan requested, and all attendees confirmed, that no other
persons were in their rooms or able to listen in on their audio or
audiovisual connection while they were on the teleconference. Board
Secretary Dale Kehau Kanae also confirmed that no unauthorized
persons were in the conference room or able to listen in by audio or
audiovisual connection while on the teleconference. Attendees are
noted with an asterisk on these minutes and listed on the Executive
Session Minutes.)

(Public participation concluded by ending the teleconference link.)

e Pursuant to HRS §92-5 (a)(8), to review and approve Executive
Session Minutes of January 31, 2024.

On a motion made by Vice Chair Barfield, seconded by Trustee Ley,
and unanimously carried, the Committee exited Executive Session at
3:08 p.m.

Chair Chan announced that while in Executive Session, the Committee
discussed approval of the Executive Session Minutes and being
cautious about discussing specific confidential details of the report
while in regular session.

On a motion made by Trustee Ley, seconded by Vice Chair Barfield,
and unanimously carried, Chair Chan adjourned the meeting at
3:09 p.m.
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